Department of Energy
Office of the Chief Financial Officer

OMB A-123

Overview Guide

Version 3.1

May 2006



Document Legend

Quick Start Guide — A-123 Overview * | Sigment

Q Required

ED

W Note

%' Tip

Background

Office of Management and Budget (OMB) Circular A-123 is not new, nor is the
Federal requirement for management to maintain internal controls (previously called
management controls) over financial reporting. In the past, the Department of
Energy (Department or DOE) met its OMB A-123 obligations via the Secretary of
Energy’s attestation, made as part of its Federal Managers' Financial Integrity Act
assurances. The Secretary’s attestation was made based on assurance statements
provided to him/her by Departmental Component Managers (Heads of Programs and
Heads of Field Elements, plus Integrated Contractors).

In December 2004, OMB released a revised Circular A123. While changes were
made throughout the document, the most critical changes were concentrated in the
newly added Appendix A, Internal Control over Financial Reporting. To meet these
new requirements, the Department can continue to utilize the same basic attestation
process that it previously used to meet its A-123 requirements, but it must change
the way it prepares for attestation and manages the entire process.

The primary reasons for these changes are the strengthened requirements in
Appendix A. The revisions to A-123 did not change the scope of the Circular or the
scope of the required attestation. Instead, it strengthened the documentation,
monitoring, and testing requirements. The documentation requirements not only
became more detailed, but were also expanded to include both documentation of
internal controls and documentation of the methodology and process used to make
the attestations. The ultimate intent of the revised Circular was to "strengthen the
process management uses to assess internal control over financial reporting.”
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Internal Controls

A-123, Appendix A (hereafter referred to as A-123) activities provide the basis for
the assurance on internal controls over financial reporting. Internal control consists
of five interrelated components!. These are derived from the way management runs
a business, and are integrated with the management process. These components,
which are generally referred to as Entity Controls, are:
< Control Environment — the environment throughout the organization that
sets a positive and supportive attitude toward internal control and
conscientious management. A positive control environment is the foundation
for all other internal control components. Things that impact the Control
Environment include integrity and ethical values, management's commitment
to competence, management's philosophy and operating style, human capital
policies and practices, and an agency's relationship with the Congress and
central oversight agencies such as OMB.

% Risk Assessment — provides for an assessment of the risks an agency faces
from both external and internal sources. Things that impact the Risk
Assessment include the establishment and clarity of agency objectives,
significant interactions between an agency and other parties (as well as
internal factors at both the entity-wide and activity levels), and the
significance and likelihood of an event occurring.

*,
*

Control Activities — helps ensure that management's directives are carried
out. Control activities should be effective and efficient in accomplishing an
agency's control objectives. Things that impact Control Activities include
policies, procedures, and mechanisms that enforce management's directives;
approvals, authorizations, verifications, reconciliations; segregation of duties;
and controls over information processing (general and application controls).

*,
*

» Information and Communication — information is recorded and
communicated to management and others within the agency who need it and
in a form and within a time frame that enables them to carry out their
internal control and other responsibilities. Things that impact Information
and Communication include the availability of relevant, reliable, and timely
communications relating to internal and external events, including operational
and financial data. This communication should occur in a broad sense, with
information flowing down, across, and up the organization.

*,
*

% Monitoring — assesses the quality of performance over time and ensures that
the findings of audits and other reviews are promptly resolved. Things that
impact Monitoring include the regularity of management and supervisory
activities, comparisons, reconciliations, and other actions that people take in
performing their duties. These activities should occur in the normal course of
operations; separate evaluations can also be used.

! Information derived from Internal Control — Integrated Framework of the Committee of Sponsoring Organizations
(COSO0) of the Treadway Commission, and GAQO's Standards for Internal Control in the Federal Government.
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EAY Additional information on Entity Controls can be found in GAO's Standards for Internal
.7 Control in the Federal Government (GAO/AIMD-00-21.3.1, November 1999), which is

accessible from the CFO A-123 website :www.cfo.doe.gov/progliaison/doeA 123/index.htm
The document Internal Control — Integrated Framework also contains information on Entity
Controls. This document can be accessed at: www.c0s0.0rg.

In addition to Entity Controls, there are also internal controls related to the specific
processes that impact financial reporting. To support the assessment of controls, the
Department established five standard process cycles and 19 standard key processes
around which A-123 assessments are performed. The process cycles are based on
ORACLE best practices, while the related key processes—which have been tailored to
Departmental operations—are based on Joint Financial Management Improvement
Program manuals and the Committee of Sponsoring Organizations Internal Control —
Integrated Framework. These standard process cycles and processes ensure
consistent evaluation and reporting across the Department. Sites identify sub-
processes, risks, and controls to support each process, as applicable. The process
cycles and related key processes are as follows:

Procure to Pay (P2P) — Acquisition; Inventory Management; Payable
Management; and Travel.

Budget to Close (B2C) — General Ledger Management; Funds Management;
Funds Balance with Treasury; Cost Management; Insurance; Grants; and
Loans.

Projects to Assets (P2A) — Project Cost Management; Property
Management; and Seized Property Management.

Quote to Cash (Q2C) — Revenue Management; Receivable Management.

Enterprise Resource Management (ERM) — Human Resources; Payroll;
and Benefits
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The Department has a Top-Down/Bottoms -Up approach to implementing A-123.
Top-down oversight and governance is provided by:

Headquarters Chief Financial Officer (CFO), who acts as the "champion" for
the A-123 initiative;

Senior Assessment Team (SAT), who provides the A-123 governance
structure and related policy;

Headquarters A-123 Project Management Team, who provides for day-to-day
oversight of A-123 implementation;

Headquarters Lead Program Secretarial Offices (LPSOs), who provides
oversight for Field Office A-123 assessments (LPSOs also conduct their own
assessments, as necessary); and,

Field Office Managers/CFOs, who lead Field Office and Site-level A-123
efforts.
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Bottoms-up assessments are provided by:
Contractor assessments support Field Offices;

Field Office assessments/assurances support LPSO assurances; and,

LPSO and Corporate Department assessments/assurances support the

Secretary's assurance on internal controls over financial reporting (with the
CFO, SAT, and the Department's Internal Control and Audit Review Counsel
recommending the level of assurance).

The overall goal of the top-down / bottoms-up approach is to ensure that the
Department meets the following three objectives:

Improve the effectiveness and efficiency of operations;

Integrate A-123 requirements with other assessment requirements; and,
Comply with A-123 requirements.

The Department's achievement of these three objectives will enable it to attain the

"strategic financial management vision of unified, sound, accountable fiscal
operations".?

This integrated approach to implementing A-123 also provides the Department with
a solid foundation upon which the Secretary will base his/her annual assurance
statement on internal controls over financial reporting. The assurance statement will
be included in the Department's Performance and Accountability Report.

OMB A123 Process

» Understand Key Proceszes and oo Effectiveness of Controls
= Document Contrals Effacti
- Assess Contrals ective
- Test Contrals Balance Sheet
Control Deficiency Assets Wbt
Rati - Accounts Receivable 1,335 760)
i Material \Weakness 0 | Liabiltes
Evialuate Major Classes Reportable Condition
f Business Transactions

Field CFDs

Major Contractor
Organizations

2 DOE OMB Circular A -123 Appendix A Implementation Plan
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To facilitate Department-wide A-123 implementation by cognizant LPSOs,
Corporate Departments, Field Offices, and Sites, the A-123 Project Management
Team has developed Quick Start Guides based on the six steps in the A-123
Process: Planning, Documenting, Evaluating, Testing, Remediation, and
Reporting. These guides provide direction and guidance on how to complete each
step of the process. In addition to the guides, various tools and related materials
have also been created. These guides, tools, and related materials assist in
organizing, tracking, reporting and overseeing all A-123 activities and can be
found on the CFO A-123 Website.
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See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123

Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan

Addendum to the Department of Energy OMB Circular A-123 Appendix A
Implementation Plan

DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter
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Purpose e Determine the scope of the assessment and set
implementation schedules.
e Establish the process for evaluating internal controls over
financial reporting related to departmental financial
statements to withstand the rigors of audit.

Key Activities e Establish Assessment Team
e Determine Oversight and Management Strategy
e Complete Implementation Plan

Required Templates

Implementation Plan (Form & Content)
e AART Toolkit
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DEFINITIONS

For a list of definitions, see Definitions section at end of guide.

For all Required Templates, the light blue cells indicate entry fields.

A. Assessment Team and Oversight Strategy

1.

Establish the Assessment Team:

Each A-123 Project Lead will establish an Assessment Team responsible
for overseeing the implementation of OMB A-123, Appendix A, for their
organization. The Assessment Team will also be responsible for providing
oversight of the A-123 implementation for any of its cognizant offices.
The Assessment Team should consist of representatives from a cross-cut
of the organizational structure. The model for identifying members of the
Assessment Team should be based on the CFO Council Implementation
Guide recommendations for the Senior Assessment Team.

Unless otherwise noted, the Assessment Team or its designated representative(s) will
perform each step in this guide.

Identify cognizant offices (for example, the LPSO must identify their Field
Offices and Sites, and the Field Office must identify their Sites).

Coordinate the A-123 assessment with the LPSO/FO/Site A-123 Project
Leads

NOTE: LPSOs must also coordinate with other Cognizant Secretarial
Offices if they provide significant funding to the Field Offices and Sites
overseen by the LPSO.

An A-123 Contact List and a listing of the A-123 reporting and assurance structure is
available on the CFO A-123 Website.
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@ MACROS
When first opening the AART Toolkit, a Security Warning prompt may pop up asking if
macros should be enabled. Always select ‘Enable’ to ensure the tool will work properly.

Security Warning g|
"Ci\Documents and SettingshShoshi Gellerity

DocumentsiEM&IDOE CompliancetOME ProductioniProgram QSGE, Tools\AART
Toolkit 3.0 T26 - Linked, xls" contains macros,

Macros may contain viruses. It is usually safe to dis acros, but if the
macros are legitimate, you mj ionality.

| DiabieMacros N[ Enabletacros  JA  moreinfo |
~ -

If this prompt does not appear (or other prompts appear), review the A-123 FAQ on the
A-123 Website for further guidance.

4. Prepare the AART by filling in the Attester?® field in the Rollup AART

worksheet
Figure 1
AART: Rollup B NMSA Administrationd MMSA
NNSA Administration Rollup Al
S ———y -
PGM  FNSA / FEM-MNSA ﬁsh
[ ¢ Attester ) )
Oveﬁw
= |C
Material Account Acct Status E H E E E E E g H § % § ﬁ E 3

Balance Sheet

Intragonvernmental Fund Balance with
Treasury
Intragowernmental Inwestment

Intragowernmental Fequlatory Assets
Accounts Feceivable, et
Muclear Materials

Strategic Petroleum and Mortheast
Home Heating il Reserve

General Property, Plant and
» M[% Site AGRT S Rollup ABRT ; ECS-Assess £ ECS-Test j PCS-fssess £ PCS-Test 4 Assessment Team

LPSOs and Field Offices will receive custom AART toolkits from HQ with pre-populated
%} Field Office and Site names. Be sure to review the information and notify the A-123
Helpdesk if a change is necessary.

Instructions for the Rollup process can be found in the Evaluating Quick Start Guide.

1 When entering the names of attesters, enter the name in the middle cell of the block.
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5. (OPTIONAL) Record Assessment Team contact information in the
Assessment Team worksheet.

Figure 2
A | E | C | D | E
Assessment Team Contact List [ vurnsno SRR
PGM |NNSA Updated by
Date Updated
Mame Role Phone Extension |Email
—

N
v m[% Site A8RT £ Rollup A8RT f ECS-Assess J ECS-Test f PCS-Assess [ PCS-TelE b Assessment Teamy)  Field Offics - Site Acrany

6. Determine resource requirements and resource plan specifically identifying
any support contractor services. Resources will likely change as the
process evolves.

7. (Oversight) Determine the methodology and protocol to use to review
Field Office and Site A-123 Assessment and Reporting Tools (AARTS).
Consideration should be given to the following factors:

» Staffing of the review;
» Frequency of review;
» Depth of review

%} Planning requires scoping the Oversight activities. Refer to the A-123 Quick Start Guide
7 — Oversight for additional information.

8. Establish Implementation Schedule:

Key milestones and dates should be established that at a minimum
conform to the DOE Implementation Plan schedule.

@ The DOE Implementation Plan is available on the CFO A-123 Website.
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Y& B. Assessment Strategy

1. Determine whether your office must perform a Process Control
Assessment (PCA) in addition to an Entity Control Assessment (ECA):

All offices affecting material accounts must perform a PCA and an ECA
assessment. The PCA assessment evaluates processes or sub-processes
that relate to the A-123 implementation. Some offices may not have such
processes and will therefore not be required to evaluate complete a PCA,
but this is generally limited to LPSOs.

(Oversight) In addition, LPSOs should consider whether they have
Headquarters processes, not already addressed by HQ CFO, that impact
the accounts determined to be material to the Department’s financial
statements.

An ECA considers program-wide controls such as those surrounding the general Control

% Environment, Control Activities, Information and Communication, Risk Assessment, and
Monitoring. A PCA considers process controls related to specific activities that impact the
accounts determined to be material to the Department’s financial statements.
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2. Prepare the Site AART Worksheet by entering the Attester in the Attester
field on the Site AART and reviewing the Material Accounts determined to
be applicable within the MAD column.

Figure 3

BART: Site =

| M [Legacy Management ALRT Type | PGM

Constance Genne
P2P 02C P2A
AT = U O I - - R
Il I 3 I I - - 0 O - E A P

E Process Cycle

£ =] =

2 5 |2 ole o=

& H Ble|&E)E

Balance Sheet
Diebt |
Deferred Revenue and other
credits
Enwironmental Liabilities l
Penzion and ather actuarial
liabilities
Other liabilitie s
Contingencies and
COMmMmitments

s,

| lup 48RT £ ECS-Assess f ECS-Test f PCS-Assess £ PCS-Test f Assessment Team 4 Field Office - Site Acronyms /. |<| I

The custom LPSO AART is "pre-populated” for the accounts determined to be material for
%} the Department as a whole. Those LPSOs that have Material Accounts already defined

will find a Y’ in the MAD column.

3. Determine the protocol to be used to perform the ECA and/or the PCA.
Consideration should be given to the same factors listed in Section A.7 of
this Guide. The methodology for actually conducting the ECA/PCA
assessment is discussed throughout the Quick Start Guides.

@ The Quick Start Guides are available on the CFO A-123 Website.
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C. Complete Implementation Plan

1. Determine the Scope of the A-123 Implementation:
Based on the information derived from Sections A and B of this Guide,
determine a high level scope and timeline for the Implementation Plan.
Plans must closely align with the DOE Implementation plan.

2. Complete Implementation Plan:
Produce an A-123 Implementation Plan. A required Form and Content
template has been provided. This template can be found on the CFO A-

123 Website (this template is specific to Site/FO/LPSOs, be sure to
download the appropriate version).

@ The Implementation Plan will be included as part of the Reporting Phase.
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REFERENCES

See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with the latest materials
including tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS

Word Definition

Attester The person who will be required to affirm the
authenticity of information for the LPSO.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

Headquarters Lead Program Secretarial Office or Headquarters
Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.
Lead Program Headquarters Element whose cognizance includes those
Secretarial Office Field Offices that are affected by the financial reporting
(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.
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PROCEDURES

The Planning phase has been completed: the Material Accounts for each Site were
%} identified. Now the relevant processes for each material account need to be identified
and recorded. Entity controls also need to be documented.

The Documenting phase should be completed by the Site/LPSO Assessment Team or

their designated representatives. It is recommended that one individual maintain the
official Site/Field/LPSO tools to maintain the consistency and integrity of the content.

A. Prepare the Site/Field/LPSO AART.

@ REQUIREMENTS
Site/FO/LPSO: Each Site/FO/LPSO will complete the AART Toolkit.

FO/LPSO: Each FO/LPSO is required to also rollup data reported to them.

1. Using the AART Toolkit provided, fill in the Attester field on the Site AART
worksheet and select the appropriate Site/FO/LPSO Code.

NOTE: The Attester may have been defined in the Rollup AART.

Figure 1
A] E [CIFAHTIJIIRILIMN 0 JP Q@[ RIS [TJU[Y [W[XA[Y]Z[AM[AB[AC[AD[AE]AF [AGA
1 |AART: Site — O 2.0)
2 ™ Site[Oak Ridge Mational Lab AART Type| Site |
3 Q. Attesterftid Site Codes | ORNL
=
¥l 2 2 2,
§ ET— PP [ES PIA G
z E = £ |€
i £ = 2 | B % E |z
[ = 5 u w & g = = 2 |2 ]3| % |=<|55| 5 =
FElE = |5 |5 |5 |5 |% |8 |8 || |2E|lgE|l¢& |EE|ER| 5 | %
5 il I O I - O T - - I - I T A )
2 Frocess Cyole
— 23 s
E 38 ole(w|g|2
g |2 A FEIR IR
12 | Balance Sheet
Intragauernmental Fund B
13 Ealanee with Treasury
14 Intragovernmental Investment
Intragovernmental Regulatory
15 Assets
16 [ Aecounts Recsivable, Met [
17 | [ Muclear Materisls
Strategic Fetroleumn and
Mortheast Home Heating Oil
18 | |Reserve
General Praperty, Plant and B
19 Equipment
20 Fiegulatary Assets
Other nan-intragouermmental o
21 assets
22 Intragovernmental debt
[ Tintraqovernmental apprapriated | v
M 4 » M}\Site AART 4 Rollup ASRT 4 ECS-Bssess 4 ECS-Test £ PCS-Assess 4 PCS-Test 4 Assessment Team 4 Field Office - Site Acronyms 1< ¥
%% This will automatically populate the Attester, Site / Field Office / LPSO Name, and
location codes throughout the workbook.
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B. Identify and Record the Processes at the Site/Field
Office/LPSO for Each Material Account.
SITE: The Field Office may provide a listing of the applicable accounts to each
@ Site. Otherwise, the Field Office may require each Site to populate the
MAD column and update the Rollup AART with the results.
FIELD OFFICE: Material accounts have not be pre-populated and will need to be
indicated on the Site AART worksheet.
LPSO: If an LPSO has been identified as having to perform a Process Control
Evaluation on certain Material Accounts, these accounts will be pre-
populated with ‘Y’s on the Site AART worksheet. Otherwise, the “Only
Entity Controls Evaluated” box will have a ‘Y’ pre-populated.
1. If the Field Office provided the listing of the applicable accounts on the
Rollup AART, the Site must copy the Material Accounts Definition (MAD)
column (starting with the first Material Account) from the Rollup AART and
paste the values into the associated Site AART MAD column.
Figure 2
AART::Rellp Lo NminSn:cIuTi':;lear Namﬁ'::cluh:il:;‘ear Kansas City CEWTENCS
National Nuclear Security Administration Administration-Rollup Administration Nation
FO NAFO FO-NAFO FO-NAFO Site-KC Stte-L
Attester
Overall Assurance|
Material Account Acet Status E]ﬁ]ﬁ]&] §]§W§ E]HW§]§‘|§W§ g § 5 § § E g & ﬁ §
Balance Sheet
Intragovernmental Fund Balance 0 ololo 0 ololo
with Treasury
Intragovernmental Investment
:t;;;:;uemmerﬂl Regulatory Py o 0 0 0
Accounts Receivable, Net L] o o 0 0
Nuclear Materials
Strategic Petroleun and ,
Northesst Home Heating Ofl L] L] 0
Reserve
General Property, Plant and |
Equipment AART: Site a0
Regulatory Assets __sitelKKansas City_ Y A N | . AART Type] Site |
Other non-intragovernmental Attester | 'l Site Sodes[ KC |
» 4l Ste ABRT .Rollup AART E i y 4 LES . IEl
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2. The Field Office and those Sites that did not receive a listing of applicable
accounts on the Rollup AART worksheet, must enter a ‘Y’ in the MAD
column on the Site AART worksheet to indicate the material accounts.

Figure 3

AART: Site ——
Site[Kansas City AART Type| Site
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Rating B2C P2P QzC
E =
ro 5 g
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» k[ Site AART Rollup AART ECS-ssess ECS-Test PCS-Assess PCS-Test nt Team Field OFfice - Site Acronyms

3. For those accounts identified as being material, enter a “Y” to indicate the
processes that impact the specified Material Accounts for the relevant Site
/ Field Office / LPSO.

Figure 4
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4. Navigate to the PCS-Assess worksheet and record the sub-processes for
the processes marked with a “Y” in the process list.
The processes are automatically populated with a “Y” based on the selections on the
@ Site-AART worksheet.
Figure 5°
El [ I D G [ H ] J 3 T =~
1 |AART: PCS Assess 30 General Ledger Mgmt
2 |Site [oRNL HFundsMgmt
3 |Attester [tod o FBUWT
. 3 Conram
5 |Date Updated Insurance
[} nsert Row | - | . ) Grants
| oo ew 13976 aoeche cevtFow s eigg Fogisin
[T swmedicas Invenzory Mgme
[ 1O Payable Mgt
] -
[ 12| p::ﬂ”‘ss Pravesses SubProcssses Risks :‘:"‘ Impact ASRSISPZS Contiols TD"Z‘
13] S ] Tl (] mee F ™
o
Tl
20 [Fzr ion s
21 PP Aequisition Approve PO
22 [Pzr Inverkary Mgmt Confim Full Receipt
= PzP Inwentary Mgmt Confirm Full Receipt with Tolerances
24 [P2P Confirm Partial Receipt
25 [Pzr Payable Mgmt Approve for Pagment
25 [Pzr Payable fgmt Evecute Payment
z P i
M 4+ M’ Site ASRT / Rolup ASRT Ec&Ameﬁ Assessment Team {_Fisld Office - Site Acronyms < >
On the ECS-Assess worksheet, the Areas and Sub-Categories have been predefined from
%} the GAO Internal Control Standards to ensure consistency across the organization.
[AaRT: ECS Assess p—
= = L
Py S
On the PCS-Assess worksheet, Processes must be selected from the drop down list found
within the ‘Processes’ cell. This list has been created from the Joint Financial
Management Improvement LPSO (JFMIP) manuals.
There may be multiple sub-processes for each process which must be recorded on
separate rows in the PCS to facilitate the Evaluation phase.
For examples of sub-processes, refer to the A-123 Process Cycles, Processes and
Crosswalk to JFMIP on the CFO A-123 Website.
! Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS
and ECS-Assess Worksheets.
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@ AVAILABLE FEATURES IN PCS-ASSESS & ECS-ASSESS:

Auto-filter Feature: To aid in the use of the PCS-Assess and ECS-Assess, certain columns
have the ability to be filtered (e.g. select ‘acquisition’ in the Process column to view only those
rows in the PCS-Assess that belong to the acquisition process).

Frocess Likeli Pisk Cotl
i Frocesses SubProgesses Risks pog | Impact | pszess Controls S
- [+] [+] [+] - | me{~ ] [~
FiF Fequisition Create Acquisition
FiF Aoquisition Approwe Aoquisition
FzF Frequisition Internal Soureing
FiP Fequisition Enternal Sauraing
2P Fequisition Selest Vendar
FiF Aoquisition Create FO
FiP Frequisition Apprawe FO

The columns available to be filtered begin with the ‘Process Cycle’ column and continue through
the ‘Control Inefficient’ Column and include all columns in between. A column that shows an

upside down triangle (®1) represents a column that allows filtering. This feature is best used
on columns such as Process Cycle, Processes, and Sub-Processes.

Insert New Row: As Processes and Sub-Processes are identified on the PCS-Assess
worksheet, it may become necessary to insert a new row. This can be done anywhere between
rows 15 and the ‘End’ row. Select the row where the inserted row(s) will be added beneath.
Click on the ‘Insert Row’ button and enter the number of rows to be inserted. Click ‘Ok’ to
have the new rows inserted.

%e the active coll is in the iaput sestion

Fhelow row I3} to vse the Insert Row and Defete Row
Funceit

[Grants

Loans

Acquisition
Inventory
Fayable Management

Frocess Likel Hizk cotl
Pripesses Sub-Processes Fiisks Impact | Assess Controls

Gyl hoc Type
- - - | ma~ -

[FzP Acqu\sitiol‘* Funds Cerification

PzP Acquisition bligations
FZFP Boquisition Die-Dbligations

Delete Row: Should it be necessary to delete a row from the PCS-Assess worksheet, select
the row to delete and click on the ‘Delete Row’ button. Only one row can be deleted at one

time.
e —
% |E'ams
Adake 3 i the inpue soction Loans
fbeiow rew IT] o wselfde sert Bow and Delete Roy
functions.
o5 Fiish.
Process Likeli Cntl
Frogfsses Sub-Processes Risks Impast | Assess Controls
Cyeln hocA Type
- - - - - | meiw -
FzF Aequisition Funds Cerification
F2F Acquizition Obligations
FzP Acquisition De-Obligations

Duplicate Row: While working in the ECS-Assess worksheet, it may become necessary to
duplicate a row. This can be done by selecting the row to be duplicated and clicking the
‘Duplicate Row’ button. This will insert a new row below the selected row and populate the
‘Cycle’, ‘Area’, and ‘Sub-Category’ columns with the data from the selected row. Rows cannot
be deleted once the duplication has been completed.

(Oupiicate- Frow [ [ ——

I

r TFisk Assessment
o s the nsert Fow snd felete Fow L [Faoni

I Risk
Likel cru
Cyole o Fiisks Impact Controls
u \ hocr BEcalifesss Tupe
EC Cortrol Environment | Integrity and Ethisa vanies
EC Control Environment Integrity and Ethical ¥alues

C Contral Envitonment | Integrity and Ethical Waluss.

R T s
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C. ldentify Sub-Processes that Require Initial Remediation.
1. ldentify sub-processes that require initial remediation and assign a status
of “2-Initial Remediation” in the Control Design Effective column.
% These sub-processes may have been identified through Tiger Team communications,
audits, and such, requiring immediate remediation.
Figure 6
B | C I ] HT 1] 0] K L [o] @ T rR [~
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ERE g Inventany Mgmt = Benefitz
| 107 Payable Mamt
| 1T
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16 [PzP Acquisition Approve Acquisition
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18 [Fer Acquisition External Sourcing
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23
24 [pep Inwentary Mgmt Confirm Partial Fieceipt
25 [Pzr Payable Mgt Approwe for Fayment
26 [P2P Payable Mamt Execute Payment
2z
28
24
30
Tl v
W 4 v W] Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess / PCS-Test ¢ Assessment Team Field Office - Site Acronyms £ »
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D. Review Existing Documentation for Entity Controls and
Processes.
REQUIREMENTS
@ Documentation includes, at a minimum, end to end business and system procedures for
completing transactions; systems used in the process; control descriptions (narratives);
related entity controls and organizational entities that perform these activities. Additional
considerations are listed in the CFO Council Implementation Guide.
There are no standard formats for documentation beyond the requirement for
documenting organizations, processes, risks, and internal controls over financial
reporting in enough detail to withstand the rigors of audit.
% Completing the AART tools does not represent sufficient documentation of the site A-123
process, although it is a critical part. In addition to the information below, please refer to
the CFO Council Implementation Guide for OMB Circular A-123 and the COSO framework
for more information on capturing adequate documentation.
Maintaining required documentation is a primary activity of A-123 compliance.
Documentation must be maintained not only for entity controls and process / sub-
processes, but for all aspects of the A-123 program being implemented. Therefore,
documentation is a cross-cutting activity that affects all phases of the A-123 process.
For example, the implementation plans are the key documentation points in the
planning phase. Similarly, the reporting phase represents a key documentation
point. As such, this section briefly touches on each phase’s documentation
requirements.
1. Review Existing Documentation:
Locate existing documentation for all entity controls and processes / sub
processes not in remediation. Review and update to ensure that
standards required by the CFO Council Implementation Guide are met.
@ REQUIREMENTS
For Entity Controls, the Organizational Structure documentation must be reviewed for
accuracy.
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1. Create documentation for all entity controls and processes / sub-processes
that do not have existing documentation and are not in remediation.

2. For Entity Controls, enter the location where the supporting
documentation is housed in the Supporting Documentation column of
the ECS-Assess worksheet.

Figure 7
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3. For Process / Sub-Processes, enter the location where the supporting
documentation is housed in the Supporting Documentation column of
the PCS-Assess worksheet.

Figure 8
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@ Documentation Standards will be put in effect starting FY 2007. It is highly recommended

to use the Process Documentation standards for all newly created documentation.

4. Examples of Good Documentation:

The form and extent of documentation depends in part on the nature and
complexity of the controls; the more extensive and complex the controls,
the more extensive the documentation. Documentation may be
electronic, hard-copy format or both and must be readily available for
examination. Documentation could include organizational charts, flow
charts, questionnaires, decision tables, or memoranda. Documentation
may already exist as part of normal policy or procedure; however, the Site
or LPSO Assessment Team should separately identify, verify and maintain
the documentation it uses in making its assessment.

Existing documentation prepared by internal or external auditors may also
be used, but again, the Site or LPSO Assessment Teams must take
responsibility and verify and maintain the documentation. Documentation
should also include appropriate representations from officials and
personnel responsible for monitoring, improving and assessing internal
controls.

After the initial assessment, subsequent assessments may focus on
updating existing documentation. All documentation and records shall be
properly managed and maintained; therefore, Sites / Field Offices / LPSOs
will need to establish, or review existing retention policies for
documentation (paper and electronic media).
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Figure 9 — Sample Process Map with Risks and Controls Identified
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F. Required Supporting Documentation
1. Documenting Professional Judgment and Decisions:

In addition to documentation maintained to support entity controls and
processes / sub processes, documentation must be maintained to support
any area where professional judgment is used to formulate a conclusion.
This would include: making a subjective assessment of control design
effectiveness (in Evaluating); assigning overall entity control and process
ratings (Evaluating & Testing); assigning overall Site / LPSO assessments;
and, most importantly, when making decisions as to the overall level of
assurance that will be provided. This, however, is not an exhaustive list
and teams should always be conscious of when professional judgment is
the source of a decision/assessment and make sure the rationale is fully
documented. This cross-cuts all A-123 phases.

2. Planning:

The key documentation for the planning phase is the Site or LPSO
Implementation Plan. Refer to the Planning Phase and the
Implementation Plan Template for specific documentation requirements.

3. Evaluating:

In addition to the information contained in the “Assess” worksheets of the
AART, the Site / Field Office / LPSO must maintain sufficient
documentation to support their work in the evaluation phase. Specifically,
the rationale for determining entity control and process / sub-process
control design effectiveness must be sufficiently documented. While space
is provided in the “Test” worksheets of Site / Field Office / LPSO AART to
capture a summary of this information, it will likely not be sufficient to
represent complete documentation.

4. Testing Plans:

In addition to the information contained in the “Test” worksheets of AART,
the Teams must develop and maintain detailed test plans to support their
work. Test plans would generally include the type of test, the basis for
selecting the test, the sample size and basis for the sample, error
tolerance, sampling selection methodology, and other information related
to the process of testing.

In addition, complete work papers must be maintained that capture the
results of the actual testing. This might include actual documents tested
with reviewer notes, a written explanation of how test results were
considered to arrive at a pass/fail rating and any other pertinent
information. Space is provided in the “Test” worksheet of AART to capture
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a summary of this information, but it is not sufficient to represent
complete documentation.

5. Remediation:

All activities performed in the remediation phase should be fully
documented. This would include: current state process maps, future state
maps, a corrective action plan, implementing memorandums and related
information, and any validations that remediation has been completed to
support re-entry into the A-123 documenting phase.

6. Reporting:

The reporting guide provides complete information on what is required to
be documented as part of the Reporting Phase.

REQUIREMENTS

@ Documentation must be readily accessible and be made available upon request for
validation purposes.
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G. Record Risks and Controls
Financial Assertions are based on PERCV —
. Presentation and Disclosure;
. Existence or Occurrence;
. Rights and Obligations;
. Completeness and Accuracy;
. Valuation or Allocation
Consider these areas when identifying risks and mitigating controls?.
2 CFO Council Implementation Guide
1. Refer to the documentation and identify and record the risks associated
with each sub-process or sub-category. This should be completed for both
Process and Entity Control worksheets (PCS-Assess and ECS-Assess).
At a minimum, the Site / Field Office / LPSO should consider the
illustrative examples of risks in the GAO Financial Audit Manual (FAM) and
the COSO Framework. The FAM and an excerpt of COSO risk areas can be
found on the CFO A-123 Website. An Entity Control Risk Matrix that
provides a listing of possible Entity Control risks is also available on the
CFO A-123 Website.
Figure 10
B | 5 I ] G [THT T ] 47 [ L~
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1B [Fer Acquisition Approve Acquisition Item requested iz nat for gouernment
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19 [Fer Acquisition Select Vendar ‘endar selected iz not the ane
20 [Per Acquisition Create PO Purchase Cider value is different from
21 [per Acquisition Approve PO Furchase Order generated without pre-
P2P Inuentary RAgmt Canfirm Full Recsipt Person receiving goods of seruices enters an amount
22 received other than
F2F Inuentary RAgme Canfirm Full Receipt with Tolerances | Person receiving goods of seruices enters an amount
23 received other than
R Inwentary Mgme Confirm Partial Fisceipt
25 |pap Payable Mgt Approve for Payment
gE 2P Payable Mamt Execute Payment
3 v
M 4 v W] Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess £ PCS-Test ¢ Assessment Team Field Office - Site Acronyms J( »
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2. Refer to the documentation and record the controls in place to mitigate
each risk associated with a sub-process or sub-category. This should be
completed for both Process and Entity Control worksheets (PCS-Assess
and ECS-Assess)

At a minimum, the Site / Field Office / LPSO should consider the
illustrative examples of controls in the GAO Financial Audit Manual (FAM).
The FAM can be found on the CFO A-123 Website.

Figure 11
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20 [PerP Aoquisition Create PO Purchase Order value is different from &
St mr—y — A — — ———
W 4 v M} Site ABRT £ Rollup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess  PCS-Test ¢ Assessment Team Field Office - Site Acronyms J( »
There may be multiple risks associated with a sub-process. Each risk must be
documented in separate rows. A risk may have multiple controls mitigating it. These

controls must be recorded in the same risk row (i.e. same cell). If you wish to record
the controls on separate lines use the Alt-<enter> keyboard shortcut to start a new line
within a cell.

It is important that each row has a Process and Sub-Process identified before entering
the risk, even if the Process and Sub-Process is the same for multiple risks.
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3. Refer to the documentation and select the type of control in place in the
Control Type column for each sub-process or sub-category. This should
be completed for both Process and Entity Control worksheets (PCS-Assess
and ECS-Assess)

For example: “Workflow within a system that routes a transaction to an
authorized individual for approval” should be designated as automated.

Figure 12
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1 |AART: PCS Assess mmm g, Gieneral Ledger Mgmt Travel
2 |Site ORNL Funds Mamt Feverue
3 |Attester thel @ FEWT Receiuable Mgmt
Implementer F] Cost Mgmt Project Cost Mgmt
|
5 |Date Updated Insurance Property Mgmt
Grants Seized Property WMamt
B perty Mg
T | Make sore the active ceil is in the inpul section Loans Human Fesources
g =
O | fBelor row I3} o vse the Iasert Row and Delote Fov A Acquisition & PFayrol
T | sonctions 8 Irwsentory Mgmt - Benefits
U Fayable Mgmt VaN
\
Risk. Contral
9 | Process Processes Sub Processes Lkel | ot | assess Cantrols Lntl B pggn | Test| Sentel Remadig
b= Cocl hos Tupe Fre: Ineficie —
13 = =] 1 "7v]  [=] me(= = Ettent[~] [+ 7] Fed~
FzF Acquisition Create Acquisition ‘Automatic workflow approval process in place. At 2 ¥es
Fiequisition automatically routed to nett level in
organization. Prepopulated table of authorized amour|
15 is checked
PzF Acquisition Approve Acquisition Automatic workflow approval process in place. Aut
Fiequisition automatically routed to nest level in
organization. Several levels of approval are required,
theretore the likelihood of this occurance is low.
16
PzF Acquisition Internal Sourcing Internal Sourcing is approved by SUpevisor in sourcin: Man
and Manager or department requesting goods andfor
17 services.
FzF Acquisition External Sourcing Internal Sourcing is approved by supervisor in sourcing tan
and Manager of depanment requesting goods andfor
13 services. -
19 [Per Aquisition Seleat Vendor z yes
20 [Pzr Acquisition Create PO y A =
P — 5 = 1 1
W 4 v wy Site ASRT £ Rolup AART 4 ECS-Assess £ ECS-Test ' PCS-Assess  PCS-Test 4 Assessment Team 4 Field Ofﬁcs M Acranyms J( >

4. Select the frequency at which each control is executed in the Control
Frequency column for each control. This should be completed for both
Process and Entity Control worksheets (PCS-Assess and ECS-Assess)

Figure 13

B [ 5] H T T T J ] K L [ N Jo] @ [ R ~
1 |AART: PCS Assess [ e S General Ledger Mgmt Travel
2 |site QRN Funds Mgmt FRevenue
3 |Amtester thocl n FEWT Feceivable Mgmt
4 (Implementer ] Cost Mgmt Fraject Cost Mgmt
5 |Date Updated Insurance § Froperty Mamt
B Grants Seized Property Mgmt
[ 7| Afake sore rhe aceive cedfis in the inpoe section Loans Humman Resources
[ B | fhedow row 237t use the Iasert B and Delere Ros Aoquisition E Fayrall
[T | sumctions Inwentary Mamt Benefits
| T Payable Mamt
[TT]
Fiisk. Contral
42 ||FHEEES Processes Sub Processes kel | et | Assess Controls cnt Cni Degn | Test| SO Fiemedig
lis Coel ho Tupe Fre: I
13 ~ [=] [~] ~ ~| me~ [=] ~ | Brec~] [+ (=] Real~
FzP Acquisition Creste Acquisition Automatic workflow spproval process in place. Aut R 2 yes
Fiequisition automatically routed to nest level in
organization. Frepopulated table of authorized amounts
15 is checked
F2F Aequisition Apprave Acquisition AUtomatic workflow approval pracess in place. Aut &l
Fiequisition automatically routed to next level in
organization. Severallevels of spproval are required,
therefore the likelihood of this oceurance i low
16
FzF Acquisition Internal Sourcing Internal Sourcing is approved by sUperisor in sourcing an R
and Manager or department requesting goods andfor
17 services.
F2F Foquisition External Sourcing Internal Sourcing i approved by supervisor in soursing Man R
snd Manager or department requesting goods andfor
13 services 3
19 [Far Aoquisition Seleot Wendar 2 yes
g‘? FiF Acquisition Create FO 1 ! B
4 4 » M|y Site A2RT £ Rolup 8ART ECS-Assess £ ECS-Test 3, PCS-Assess ¢ PCS-Test 4 Assessment Team Field Office - Site Acronyms J < >
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Recurring frequency is a control that executes every time an activity or transaction is run.
% This may be numerous times in one day.

H. Update the Implementation Plan
1. Document the results of the documenting activities
2. Review Implementation Plan for accuracy

3. Make and track necessary changes

%} Major changes to the Implementation Plan will need to be reported in the Quarterly
Report.

Page 17 of 19

Guide 2

A123 Quick Start Guide 2 - Documenting.doc Version 3.1 —4/6/06



Document Legend

Professional
Judgment

Quick Start Guide 2 — Documenting

Required

Note

=0 (5|0 | %

Tip

REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program Headquarters Element whose cognizance includes those

Secretarial Office Field Offices that are affected by the financial reporting

(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process The highest level of sub-processes within a process
cycle.
Process Cycle An end-to-end sequence of events consisting of the

methods and records used to establish, identify,
assemble, analyze, classify, and record transactions.?
Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

2 Adapted from the CFO Council Implementation Guide
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NEXT PHASE

Plannlng = ;ﬁ Implementation
Establish Define . Plan
A nent »  resources, =
Team timelines =
T o| Define material r = > i AART Toolkit
“1 accounts =
Documenting -
Document Process s N AART Toolkit
and Entity Risks & O rﬁ
Controls | 5
Document o
organization H

Evaluating

AART Toolkit

Evaluate and Summarize
Process Risks & Controls

Evaluate and Summarize
Process Risks & Controls

Corrective Action

Remediation _
Validate Plan Tracking Tool
Develop Remediation Plan Corrective Action
Remediation Plan I Implement Plan
Remediation Plan AART Toolkit

Testing AART Toolkit

Develop Test Plan

Conduct Testing

> I Annual/Final Report

> i AART Toolkit

uarterly/Interim Report
{ iQ Y P

Reporting

| Provide Annual Report

Provide Quarterly |
and Interim Reports |
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Planning

Establish
A nent

Define

Team

A4

resources,
timelines

Define material

> i Implementation
Plan

A4

accounts

> i AART Toolkit

Documenting

Document Process
and Entity Risks &

Controls

Evaluating

Document
organization

Evaluate and Summarize
Process Risks & Controls

‘ﬁ AART Toolkit

Evaluate and Summarize
Process Risks & Controls

AART Toolkit

Corrective Action

Remediation
Develop I

Validate
Remediation Plan

Corrective Action

ﬁ Plan Tracking Tool

Remediation Plan 1 Plan
| Rk
Remediation Plan —l—,ﬁ AART Toolkit
Testin g > i AART Toolkit
Develop Test Plan —l_'
Conduct Testing

Reporting

Provide Quarterly
and Interim Reports

| Provide Annual Report I

> I Annual/Final Report

> i AART Toolkit

;ﬁQuarterly/lnterim Report;

Purpose e Evaluate the effectiveness of design for internal controls
over financial reporting related to departmental financial
statements.

Key Activities ¢ Perform Risk Assessment

¢ Assess Process and Sub-Process Control Design
Effectiveness
¢ Assess Entity Control Design Effectiveness
Required Templates e AART Toolkit
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The Documenting phase has been completed to document Entity Control Areas,
Processes/Sub-Processes, and associated Risks and Controls.

The Evaluating phase will now be completed by the Site Assessment Team or its
designated representative(s).

Y A. Risk Assessment of Processes and Entity Controls

1. Refer to the AART Toolkit — PCS-Assess and ECS-Assess worksheets and
rate and record the Likelihood* and Impact for each documented risk at
the sub-process level as H (High), M (Moderate) or L (Low).

&

“What is the negative impact if this control does not work effectively?”

Likelihood Impact
High Probable occurrence High Considerable impact on
financial statements
Moderate  Possible occurrence Moderate Some impact on financial
statements
Low Negligible occurrence Low Does not impact financials
statements much.
: 2
Figure 1
AART: PCS Assess o o sl  EXample of Impact
Site LLNL Funds Mot 2 -
Attester Dean Childs s FenT Risk Factors: bt |
Implementer rd Geller ] cost ot = Loss of Productivity ot
Date Updated [Febmuary 22, 2005 nsurance g | . b
- Lack of Credibility
Miake sure the active cell is in the input section frees]
Beiow row 13) to use the Jusert Row and Delete Row
fanctions. T T =T [Benetts
\ 1
Control
P::D:;Sj Frocesses Sub Processss ~ Risks oot Impact Cortrols = TC;:'E - Fcrr;“v E'l'azsg‘:v Teit ‘HE;:';:";
[Fzr Acquisition Creste Recuisition Person creates a redquistion for an unaLtl M Automatic workilow approval process in place. At R
ALt Reguisition automatically routed to nesxt level in
oroanization. Prepopulated table of authorized
amourts is checked.
P2p Acquisition Apnrove Requisition ttem requested is ng overnment use Automatic workflow approval process in place. Aut R
Requisition automatically routed to next level in
organization. Several levels of approvals are
H H ired, therefore the likelihood of thi
Example Of LI kel IhOOd :mf erefore the likelihood of this occurance
- d o it bsolet il ci it It d i i b M R
: oty i e st Btk -
Risk Factors
goods andior services

- Actual practices do not
reflect documented policies

- Misunderstanding of
responsibility and/or

accountability

ECS- PCS-Assess =

Asiffssment Team / Field Office - Site Acronyms  /

! Likelihood and Impact as adapted from the COSO Framework.

2 Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS and ECS-Assess

Worksheets
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2. Based on the input of Likelihood and Impact, an overall risk assessment
will automatically be populated in the Risk Assessment column:

@ The overall risk assessment can be used as guidance in the testing and remediation
phases to prioritize follow on activities. Ratings are suggested, not final.

Figure 2

AART: PCS Assess 30 (General Leciger Momt & Travel
Site LWL Funds Mgt v Revenue
8
Attester Dean Childs i FEWT =] Receivable Mgt
Implementer Ard Geller = Cost Mamt nPruject Cost Mgt
Date Updated [February 22, 2008 Insurance é Property Mamt
Seized Property M
Wiake sare e active cell is in the inpurt section = Humen Resourees
{@efow row 13) to use the Jusert Row and Delete Row H Payrol
fawctions. = Bencits
e Risk Coriral
P Livel crtl crti Control
105835 | Processes Sub Processes Risks VS il |assess Controls " | bson |rest| oM
Cyel hac Type Fre Inetficie
- -~ - | " N ¥ mew - | "Cx|ettectv| w -
2P [Beousiion Crevie Requistion Peron crestes @ requisiion for an unadihorized | M W | Sulliiic workflow approvel process in place. & R
mourtt e ition automatically routed to nexd level in
orgfization. Fr table of authorized
amcflits is checked
PP [Acoustion Approve Requistion o requested s ot for government uss B fhatic workllow approval process in place. A R
Reoffsition automatically routed to nesd lsvel in
orafization. Several levels of approvals are
= ed, therefore the likelihood of this occurance
s
2P [Acouisiion et el Sourcing [ierral sourced flem is ohsolete and does ot W W |l sourcing s aperaved by supervisor in Wi R
comply with nevest reguistions sghrcing st manager of departmert requsting
ds andior services

4 b >I|\ Site AART / Rolup ABRT / ECS-Assess / ECS-Test Y PCS-Assess [ PCS-Test / AssQgsmenglTeam Field Office - Site Acroryerns. /)

The Following Table illustrates how
% Risk Assessment? is derived

Likelihood + Impact = Risk Assessment

Moderate

Moderate

Moderate

The color will automatically format based on the selection L (Green), M (Yellow), H (Red).

3 Risk assessment as adapted from the COSO Framework.
Page 3 of 17

Guide 3
A123 Quick Start Guide 3 - Evaluating.doc Version 3.1 — 4/6/06



Document Legend
- - - Professional
Quick Start Guide 3 - Evaluating K | sugment
@ Required
%} Note
@ Tip
* B. Evaluating and Rating Process and Entity Control Design
Effectiveness
1. Review the Risk Assessment Column and supporting documentation
associated with each control and rate and record the effectiveness of the
control design. A drop down box is provided for selecting the ratings.
The following rating scale is used to assess effectiveness of controls. Throughout the
%} phases these ratings will be applied to sub-processes, processes, and entity control areas.
The attester will review these ratings and supporting information in order to formulate the
appropriate Field Office Assurance.
You may see some Processes and/or sub-processes with a status of “2-Initial Remediation”
in the Control Design Effectiveness column. These do not require an evaluation at this
time.
Control Design and Assessment Ratings
2 Imt'.al. Controls ineffective and in remediation.
Remediation
b Material Reportable condition, or combination of reportable conditions, that results in more than
O a remote likelihood that a material misstatement of the financial statements, or other
Weakness L " A .
= significant financial reports, will not be prevented or detected.
m
% A control deficiency, or combination of control deficiencies, that adversely affects the
m entity’s ability to initiate, authorize, record, process, or report external financial data
(@] Reportable reliably in accordance with generally accepted accounting principles such that there is
:' Condition more than a remote likelihood that a misstatement of the entity’s financial statements,
< or other significant financial reports, that is more than inconsequential will not be
m prevented or detected
Control deficiencies exist when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned
functions, to prevent or detect misstatements on a timely basis. A design deficiency
5 Control exists when a control necessary to meet the control objective is missing or an existing
Deficiency control is not properly designed, so that even if the control operates as designed the
control objective is not always met. An operation deficiency exists when a properly
designed control does not operate as designed or when the person performing the
control is not qualified or properly skilled to perform the control effectively.
Controls
6 Designed Control will prevent and/or detect misstatements as designed
Effective
Controls
7 Test Control will prevent and/or detect misstatements as implemented
Effective
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Figure 3

AART: PCS Assess B s General Ledger Mgt E Travel
Site LLNL Funcis Mamt 5 Revenue
8
Attester Dean Childs il FERT o Receivabls
Implementer Ard Geller = Cost Mgt ‘Prmem co
Date Updated Februan 22, 2008 Insurance § Praperty i
] Grants Seized Proy
Miake sure the active ceil is in the input section s Hurman R
Beiow row 13) to use the isert Row and Defete Row &
functions. =
ISk Contral
Froeess | processes Sub Processes Risks e pact |assess Cortrols i il IR
Cyel hoc Type Fre, Inef
-~ - - - -~ | mev - - Effect =
F2P |Acquisition Create Requistion Ferson crestes a requisition for an unauthorized W ™ M |Automatic workflow approval process in place. AUt 5
amourt Fequisition automatically routed to next level in
orgenization. Prepopulated table of authorized
smounts is checked. .
F2F |Acquisition Approve Requistion tem requested is not for government use B Sutomatic workflow approval process in place. [ G
Fequisition automatically routed to next level in
organization. Seversl levels of approvals are
recuired, therstors the likelihood of this occurance
is o,
PP |Acquisition Internal Sourcing Infernal sourced dem is obsalele and does not [ [rternal Sourcing is approved by Supervisor in Wan R 5
comply with newwest regulations sourcing and mansger of department requsting
oot sndior services
o » wf\ Site AZRT £ Rolup AART [/ ECS-Assess £ ECS-Test ) PCS-Assess ¢ PCS-Test / Assessment Team A Field Office - Site Acronyrms / V
2. Once the control effectiveness has been rated, the AART Toolkit will
%} In some cases, you may be able to immediately identify a mitigating control to offset
controls you have just rated as not effective. In this case, refer to the remediation guide
for instructions on how to handle this in an expedited manner.
AART: PCS Assess [ IS General Ledger Mot g Travel
Site LLNL Funds Womt m Revenue
8
Attester Dean Childs o FEWT < Receivabie Mamt
Implementer Ard Geller & Cost Mgt Project Cost Mot
|
Date Updated Februan 22, 2006 insurance 8 Property Momt
Grants Seized Property Momt
Make sure the active cefi is in the input saction Loans = Human Resources
Baiow row 13)to use the hisert Row aud Dalete Row Acquistion H Payral
functions. invertory higmt = Benatits
Fayahle Wgmt
r 4
FRisk Cortrol
hrogess Processes Sub Processes Risks M e e Cortrols o Cl o e [ e
Cyol hoc Type Fre Ineffici
- - - > "] | mew - | "vlettectv| - [ Fed v
PR A coisition Create Requisiion Person creates a requisition for an unauthorized M M M | ®itomatic workflow approval process in place At R B Ho
amount. Requisition automatically routed to next lewel in
organization. Prepopulated tade of authorized
PR A coisition pprove Requisiion ltem requested is not for governmert use 7 & domatic workilow approval process in place. At R B Ho
reguired, therefore the likelihood of this occurance
is lovy
3 A couisition Internal SoLrcing Internal sourced ftem is obsolete and does not M Internal sourcing is approved by SUperisor in Man R 5 yes
comply with newest regulations sourcing and manager of department recusting
goods sneior services.
4 » wly Site BART / Rolup AART / ECS-Assess / ECS-Test % PCS-Assess / PCS-Test / Assessment Team z Field Office - Site Acronyms /.
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3. (Optional) Determine and record if a control is inefficient using the drop
down box provided.
Figure 5
AART: PCS Assess B 5 General Ledger Momt & Travel
Site LLNL Funds Mgmt [ Revenue
Attester Dean Childs " FET El [ —
Implementer Ard Geller & Cost Mgt nPruJem CostMgmt
Date Updated Februan 22, 2006 Insurance ﬁ Froperty Mot
Grants Seized Property Mgmt
Make suve tihe active cefl is fn the input section = Human Resources
(Below row 13)to use the Msert Row and Defete Row H HPayro\l
functions. Benefits
= Risk
P'gcefs Processes Sub Processes Rizks :‘keﬂ Impact |Assess Cortrals Tcm\ IC'D;.'I'DI_A jm
ycv hd A Dcv v | me1vw - vpe hd hd A Ic‘ev Req' v
P2P (acouistion Create Requistian [Ferson creates a requisttion for an unauthorized M M M |Automatic workflow approval process in place. At Ho
[ amoLirt. Requisition automatically routed to next level in
organization. Prepopulsted table of authorized
amourts is checked
P2P Actuistion mpprove Requistion Item recuested is not for government use Automatic: workflow: spproval process in place Aut
Requisition sutomatically routed to next level in
organization. Several levels of approvals are
reguired, therefore the likelihood of this occurance
is lovwy
P2p Acouistion Internal Sourcing Internal sourced item is obsalete and does not M M M [Internal sourcing is approved by supervisor in Man wes yes
comply with newwest regulstions sourcing and manager of department requsting
oo andior services. -
4« » w] Site A8RT / Rolup AART / ECS-Assess / ECS-Test ' PCS-Assess / PCS-Test / Assessment Team [ Field Office - Site Acronyms /.
@ A control may be effective, but may be inefficient. For example, a control may require a
lot of manual intervention which could be automated in the future. This field can be
used to identify process improvements for the future.
4. Summarize the rationale used to determine the Control Design
Effectiveness rating in the Evaluation Rationale/Comments column.
Figure 6
|AART: PCS Assess mmm oo Fe—Tp—— % —
Site LLr [Furds bt " iz
[ Attastar [ean Chilas FauT 3 = acemvasis Mgt
| ard etier | st omt [Froect Cost gt
Thate Updated [Feorssry 22 008 rmaercs 3 ropersy Mgm
Gt | I
oo 20 s e e et B = ﬂ._(g_:'" > e
famclioms. H rvertory Mgl = it ,
npakie Mgt y 4
P pesssas . semesss e & ::j[mwl AE\E:\ cantrois . -?:- - Ic':]‘ EI.';E.' ,,:Y .:::,:‘_' L cx.‘ vt Pl |
&3 [ Acopaition g @ roqislon o ] C] M Autornadic work fire spprival process in place. Al R [ | Aadormalion i desigreed wol and i soture
ot stomaticaly rouked 1o resd levelin
o panization. Prepopualed bable of suborized
&3 [ Acopmition for m‘::\'l::' pprival process i plee, Al R [
S
o ganization. Seversl krvels of spprovals e
kil ol I
I~ e el e ieerT e SRR e e T D
gy with rereesd reguielions wonrcing end manager of deparrend requaling
e
| L1
[+ WD\ it AART / Rokp MART [ ECo-Assess f BCo-Test ), PUS Assess / PG Tast / Assessrent Team / Fiek Office - Site Amrorms /. L«l |
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5. Summarize the overall Control Design Effectiveness for each Process or
Area Assessment field based on professional judgment weighing the
Control Design Effectiveness results for the associated sub-processes /
sub-categories and controls (refer to section B.1 for explanation of
ratings).

Assign the appropriate number (rating) in the Assessment fields using the
drop down box.

Figure 7

[AART: PCS Aszess o= g Gentral Ledger Mot
Site LU Funds Wt
Attestes Dean Chisds - FEMT i
Ard Gietine = ot Migerd 5
[Date Updaind Frbruiey 32, 3006 insrsnce .
e ] setevemiee] ooty B .
Wixke sure the active cell is fa the fuput section LOans
(@edow row 13} to wee the dnvert Row awd Defete Row = [ Aapasdion ol
Tumctions, & rveriory Wi 4 X
=) Control .
P':;f’ Processes Sub Processes Risks rl;::“ it [Assens) Controls % sl
- - R - hd | maw - bl wiCttectw| W | Heg'w Comgl w |
® [Roguistion Create Feisiion et Tor M| M| M [Auomec workliow sproval process in place. ok 3 [ Fadom
nemiand [Frenuistion automatioally roues to e isvel in
ceganization Prepogudste table of naeizec
| Smounts i chacked .
4 [ ACquistion [ Approve Requisibion [beim requested s not Tor government use | Automaic workTiow spprovel process in place. Bt R Mo
Fevuistion sdomaticalty roued 1o resd level in
oryarization. Several levels of approvals e
Frauined, teretore the Barihood of this oocLennee
i b
4 | Acquistion intermal Sourcing intermal sourced bem I3 obzolete and does not Ll L] M [internal scurcing is approved by superisor in an R ] es yes
compty with newsst reguiations $0urcng ond manager of depatment redusting
|iporass anuir servaces.

W v wl Site ASRT / Polp ASRT [ BCS-Assess / BCS-Test 4 PCS Assess / PCS-Test / Assessment Tesm J  Fied Office - Site Acroryms [/

6. Enter the location of the document explaining the rationale used to
determine the rating.

Figure 8

[AART: PCS Assess [ — N
site Lin
Artester [Cesn Chigs
Aed Geller
st upasied F
Wiako sare the active call s in the inpat section
(e row T1j o see the reart fow and Defete Sew
famclioms.
rocess - rm Evahasion Supporing Doounertaton
| S Processe L GCentrets | = pridim o| s
F [memasten P B e ey Sl prOESS 1 T Ak EETEp—i— e "
Pequistion sulomatienly 1outed b e level OMEA1Z fokder
organasion. Frepopusied fable of miharized
F= [memaseen [Rerove Foauston wortora e, A R e
sukometcaby rouesd s resd level
e
e, rereire i Bl ol thes v orece
= e P whatrg P ) ey 0 3 T
souairng and managns of deparirmend recasting
s sncikr services
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7. For the Entity Control Evaluation, an Overall Control Assessment must be
determined.
Rate and record the Overall EC Control Assessment based on professional
judgment weighing the Control Design Effectiveness results for the area
ratings.
Figure 9
AART: ECS Assess w5, Overall Accurance ‘ . -
Site LML .
Attester Desan Childs \ -
Shoshi Geller Contral Environment L 6
Date Updated February 22, 2008 Control Activities 6
Duplicate Row Information and Communication 5
Make sore the active cellis in the input section Risk Aszessment §
fhefow row I3} (o vse the Iosert Row and Delete Row THlonitoring 5
Lfonetichs.
el Riizk. Control "
Cycle Area Sub-Category :'“"' Impact | Assess Contrals TC"" C"‘l Ds;n Test CD”"”'_ Jwed““m”ma”
e ype Fre: Inefficier: ————
- - hd - »| mew - hd w | Eifetw| w| Feqw Compl W
EC Control Environment | Intearity and Ethical Yalues S M L | Fequired yearly ethical conduct awareness program, Man A & No 9854 retul
Signed certificate of participation by employee.
EC Control Environment | Commitment to Competence Annual validation of skillz of emplayee to the Job Skill an A 3 No
requirements, Yalidation of skills prior to any transker of
an employes to a new position.
[« » s Site BART £ Rolup AL PCS-Assess / PCS-Test / Assessment Team 4/ Field Office - Site Acronyms /

@ Surveys can be used to determine the Entity Control Effectiveness ratings.

8. The Site AART tab in the AART Toolkit is automatically populated with the
process and overall entity control assessment ratings. In doing so, it
distributes the ratings to the affected accounts.

Figure 10

AART: Site T
Site [Lawwvrence Livermare Mational Lak ALRT Type] Site |
Attester [Dean Chids Site Codes| LLNL |

P2A

Ratinﬂ

]
i

General Ledger
Funds Mgmt
Irventory Mgmt
Fayable Mgmt
Froject Cost

Insurance
Acquisition

Fropert;

Process C

Acct

lance Sheet

Intragovernmental Fund
Eialance with Treasurny

T @ [ Feetior T
o

Intragavernmental Investment
Intragovernmental Regulatary

Assets
‘Accounts Feceivable, Mt Ty =
Muclear Materials 5 P 5 /

Strateqgic Petraleumn and
Mortheast Home Heating Oil

Feserve
General Property, Plant and [ [

Equipment.

Fiegulatory Azsets

Other non-intragovernmental Fe:
4 0 i 0

azzets e

Intragovernmental debt

[intrage appropriated | |

[ |
4 » ]\ Site AART / Rolup ABRT J ECS-Assess / ECS-Test / PCS-Assess f PCS-Test / Assessment Teamn /  Field Office - Site A
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9. Once all affected accounts have been rated, assign an overall Rating for
the Site / Field Office/ LPSO using professional judgment.

Figure 11

AART: Site I
Site [Lawrence Livermare National Lak ABRT Type| Site |
Atte Site Codes|LLAL |
Rating | 5-Control Deficiency JJ - B2C P2P Qz2c P2A
2-Initial Remediation £ 5 £ &
3-Material Weakness = ) E i =] 2
E 5 o
2 : |z s e lEfe
M z " w 5 = 2oalleal BllE alles
ElE = | 2| 2| 8 = E BElEE 2R ElE
7-Control Tested Ef 2 S| £ |5 |8 B L g Flas| & (4|2

E Process Cycle

@ se |d
= 2% Ole o=
] s 2o (a s |a|s(E
& =6 |slo|d (8|58 |w
Balance Sheet

Intragouvernmental Fund - e

Etalance with Treasurny

Intragovernmental Investment
Intragovernmental Regulatary
Azgets

Accounts Receivable, et

Muclear Materials 5 & 5 n

Strategic Petroleumn and
Mortheast Home Heating il
Fezerve

General Property, Plant and i A
Equipment 9 & 6 o

Fiegulatory Assets

Oither non-intragovernmental
azzets

Intragovernmental debt
| Intrago | appropriated

| el =)
4« » ]\ Site AART / Rolp AART / ECS-Assess / ECS-Test / PCS-Assess / PCS-Test / Assessmnent Tearn /  Field Office - Site Acr
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C. Update the Rollup AART

@ REQUIREMENTS
This step must be performed by the Field Office or LPSO Assessment Team lead.

Field Offices and LPSOs have different processes for FY 2006.
Starting in FY2007 the rollup process will be the same

FIELD OFFICE ONLY

1. Starting in cell Y9 of the Site AART, copy all of the automatically populated
ratings for the accounts and process cycles. (Cells Y9 through AE51)

Figure 12
H - &
A B | o FHEINFEEE |EEEEN
1 |AART: Rollup I 50 . .
Kansas City-Rollup Kansas City
5 |Kansas City
ite ite- ite-
3 |Si Kz Site-KC Site-KC
4 Attester| Dieninis Martinez
5 Overall Assurance
g
7 Material Account Acct Status
T [Balance Sheet
Intragovernmental Fund Ealance with
Gl Treazury
U Intragovernmental Investment
11 Intragovernmental Fegulatory Assets
2 Accounts Receivable, Met
3 Muclear Materials L] n ] u 1]
Strategic Petroleum and Mortheast
14 Home Heating Oil Rezerve
Gen.eral Property, Plank and o o o
15 Equipment
B Regulatary Assets
17 Other non-intragovernmental azsets
g nitragouernmental debt
I | dib
Intragovernmental appropriated
19 capital owned
ZU Accounts Payable L1} u 0 u 1]
Z Diebt
22 Dieferred Fevenue and other credits
25 Environmental Liabilities
. . M.
W 4 » »y Site A4RT % Rollup AART { ECS-Assess { ECS-Test / PCS-Assoss ineRaSesmiwsssoment T
5 " L]
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2. Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the Field Office AART), find the correct
predefined Site or Field Office section and select the first cell of the
Material Accounts listing (for example, cell AF9 for KC).

Figure 13
— e o om =
AF9 -
A E \ € FlolJIM[ P [s]v]Y] 7 A8AEACADAEARAGAH AIlAJAHALAMANACAR
1 |[AART: Rollup . Mational Muclear Mational Muclear ) Lawrer
Security Security Kangas City Livermare b
2 National Nuclear Security Administration Administration-Rollup|  Administration Lab
5 |Fo MAFC FO-MAFO FO-MAFO KC LLML
4 Attester] E. Dennis Martinez
5] Overall Assurance
=l - [=] o o
Ole o (= = =
= g O o] g O (e o] g oo
7 Material Account Acct Status z] HWEWEW ﬂﬂﬁ JHW&W& FRIEIEIRIZIZEIEIEIZRIEIE
Balance Sheet
g
Intragovernmental Fund B alance with 0 0 0 v
g Treasury
Intragovernmental Investment
0 g
Intragovemmental Fegulatony Aszets
11
2 Accounts Fleceivable, Met
13 Muclear Materials [] [ []
| 15|
Strategic Petraleum and Nonheast
Hame Heating 0l Feserve
14|
General Praperty, Plant and ) v
15 Equipment Navigate to the || |
[ Fiegulstory Assets correct cell in | |
i Y
17 Other non-intragovernment al assats the Site/FO
g Intragovernmental debt block.
Intragovernmental apprapristed
capital owned
19
20 Acoounts Payable 0 [ [
21 Diebt
| <! |
) ] ] ]
22 Dieferred Fievenue and other credits
23 Enwironmental Liabilities [] (A oo Y
| <3 |

n a
W 4 v wy Ste 82RT ' Rollup AART / ECS-fAssass f ECS-Tast / PCS-Assass f PCS-Test f Assessment Team 4 Field Office - Site &

— s . . [ ——

SPECIAL ATTENTION REQUIRED

@

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).
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3. Paste Special the results as follows: Go to Edit —= Paste Special and
select the values radio button. Click OK.
Figure 14
] Eile | Edit | view [rsert Format Tools Data Window Help
EEE=E |-:-:--uxv2.'i.uﬂu‘s'b =@, 1E ]
amn s G4 Ctrl+X g End Re "
n B O Clrl+C T e
i B crie i v |=EmEx, 24jee|n oA Paste Special PIx
A8 pate Cirl+v [ JFLCIIIML P ISV Y] Z PAREACACAEARAEAD AAIARAL Paste
AAR Mational Muclear Mationsl Muclear Y S— Crall
; ,‘,..i:.:l Ife:steﬁ‘ndd v L. i | e oo o O Eormulas O all except borders
8- | '['-Ir'ﬂ | B ———— — o= © ol wikhs
i . e () Formats (O Formulas and number Formats
:T]: Deleta... ::e — [ (O Values and number Formats
DQ"r_‘tC Mt 9 | O & |4 =G eration
(| e EGHBGEEERRERELIRREE] [z o
1 # Fird... Ciri+F “ O iadd O Divide
qﬁ_—‘ Lirks... ! | H O Subkrack
] : INEREENEN e
i :::::‘L::(»m = ] . Skip blanks [] Transpose
A — |
4. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells Y5 through AE 5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
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LPSO ONLY

5. Starting in cell F9 of the Field Office AART, copy all the automatically
populated ratings for the accounts and process cycles. (Cells F9 through
V51)

Figure 15

Bl ol el s o< U AN LT
F9 - A
A B [ € FlG[dm] P [S]v]]| Z adaBadaDAEARAGAHAlATAKALAMANACARADA
. National Muclear ational Muclear Lawrence
1 |AART: Rollup I 30 ; . . .
Security Security Kansas City Livermore Matio
2 National Nuclear Security Administration Administration-Rollup | | Administration Lab
5 |FoO MNAFO FO-MAFD FO-MAFD KT LLNL
4 Attestr E. Dennis Martinez
8 Overall Assurande
a = o =1
ole o |« b3 =
= O (9] Qo |0 | oo (o |
7 Material Account A status ﬂgm amﬁ HM EM JE %W aw %M @J EWE EW HM EMR
T |Balance Sheet
Intragovermme
[]
g Treasury
1] Intragovemnme
|10 | g
Intragovemnmental Fregulatory Assets
11
2 Acoounts Recsivable, Met
B Nuclear Materials 0 [ [ of Mo [o] [o
Strateqic Petroleum and Mortheast
Home Heating Oil Resene
14|
General Froperty, Plant and . 0 . - .
15 Equipment
[ Fiegulatary Assets [ |
] [] Y
17 Other non-intragovernmental assets
13 Intragovemnmental debt
18 | g
Intragovemnmental apprapriated
capital awned
19
a0 Apoounts Payable ] [ [
Z Debr
L2l
X 0 0 0
22 Dieferred Revenus and other credits
] Environmental Liabilities [] 0|0 oo
| < |
. - I
W 4 » vy Site A8RT % Rollup AART / ECS-Assess 1ECS-Test A PCS-nssess fPrS-Test f Assessment Team / Field Office - Site Acrom,
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6. Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the LPSO AART), find the correct predefined
Field Office section and select the first cell of the Material Accounts listing
(for example, cell AF9 for NNSA).

Figure 16

A = A
A B [ G FG[J M P [STv] Y Z]ArEAdATAEARAGA A Ay [ATATIB g
AART: Rollup mm o NNSA NNSA National Nuclear
Security Pittsh
Adrninistration

NNSA Administration Administration-Rollup| — Administration

PGM  NNSA PGMANSA PEMMNSA FO-NNSA FOP

Attester]|
Overall Assurance|

-] =|a =1
gl g = 9le|gls |2 AR
Material Account Acot Status E]H1 SWEW Swﬂﬁ §b1ﬁ}&}a}&£§ HW&WE}&W

Intragowernmental Fund Exalance with
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Intragouernmentsl Investment

mfelw (=

Balance Sheet

ETiGE

Intragowernmental Regulatory Assets
Acoounts Receivable, Het

Huclear Materials
Strategic Petroleum and Mortheast
Hame Heating Ol Reserus

General Property. Plant and Equipment
Regulatory Assets

Other non-intragovernment
Intragovernmental debt Navigate to the
Intragovernmental appropri .
ouned correct cell in
Ascounts Paysble

Dbt the FO block.

Disferred Revenue and athe

Enwironmental Liabillties

d ather actuarial
Other libillties

Contingencies and sommitments
Unespended appropriations

SECEEEEECNESEENENE

Statement of Net Costs
« v wloGite 8RT YRl ABRT / FrS-Assmss £ FOR-Tast £ DOS-Asspss £ DOR-Test £ Assessment Team £ Field Offire - Site &rre

= |ny

@ SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).

7. Paste Special the results as follows: Go to Edit —> Paste Special and
select the values radio button. Click OK.

Figure 17

[] Eile | Edit | View [rsert Format Tools Qata Window Help

(NI = Jor-oe - M E-SLZH A B ~0 (2
g d 4 Cirl+x .
pcial | Looy Whe | s@laE s %, 44 ex -2 A . 7X
AF4 By Office Clipboard.... | Paste Special E‘ _‘
| A |8 paste Cirl+v [ JFLCIIIML P ISV Y] Z PAREACACAEARAEAD AAIARAL Paste
1 AARTI Pacte Special . [ Metienat Naciesr | Rational Muclear |, surence Livermorg Ol
 Natiod . o | |Adminiztrationolion]  Admini Natioerad Labs O Formulas O #l except borders
g | — 3
1 N i (®alues O Column widths
b1 b Clegr v Fomr ronaFD PR Lo
() Formats (O Formulas and number Formats
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5 Delete... ] T © Values and number Formats
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8. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells F5 through V5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
D. Update the Implementation Plan
1. Document the results of the evaluation activities performed
2. Review Implementation Plan for accuracy
3. Make and track necessary changes
Major changes to the Implementation Plan will need to be reported in the Quarterly
%} Report.
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REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program Headquarters Element whose cognizance includes those

Secretarial Office Field Offices that are affected by the financial reporting

(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process The highest level of sub-processes within a process
cycle.
Process Cycle An end-to-end sequence of events consisting of the

methods and records used to establish, identify,
assemble, analyze, classify, and record transactions.*
Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

4 Adapted from the CFO Council Implementation Guide
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Purpose

e Validate the effectiveness of the controls through testing.

Key Activities

e Develop Test Plan
e Execute Test Plan

¢ Assess Test Results

Required Templates

AART Toolkit
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PROCEDURES
% The Evaluating phase has been completed.

The steps for testing all the Process and Entity Controls are identical.

A. Determine the Scope of Testing

1. Open the AART Toolkit and navigate to the Test worksheets: PCS-Test
and ECS-Test.

Figure 1*
AART: PCS Test E 30
Site LLML
Attester Desn Childs
Implementer
Date Updated
Te~r | Typn~t #ol #e=t 5
Proceszes ¥ SubProcesses ¥ Controls |l AT T Test Description | Unive ™ | 5ar | Te
Acquizition Create Fequisition Automatic work low approwal Lo
Acquisition Approve Fequisition Automatic work low approwal 1
Acquisition Internal Sourcing Internal zourcing is approwed by 1
SUperVizor in sourcing and manager
of department requsting goods
andior serdices.
4 » My Site AART / Rolup AART / ECS-Assess / ECS-Test / PCS-Assess 3 PCS-Test / Assessment

% The ECS-Test and PCS-Test worksheets were automatically populated by the associated
ECS-Assess or PCS-Assess worksheets during the Evaluation Phase based on the table
below.
ECS-Test PCS-Test
= Area =  Processes
=  Sub- Category =  Sub-Processes
=  Controls = Controls
= Test Priority = Test Priority

! Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS
and ECS-Assess Worksheets
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Due to limitations in MS Excel, the automatically populated data may not be totally
@ visible until a cell in the row is accessed.
2. Review the Controls that require testing to determine the scope of
testing. In order to accurately assess the scope of testing, review
each relevant worksheet.
% In the Test worksheet, Controls are identified by a red, yellow or green Test Priority. All
Controls that require remediation prior to testing are identified by the “REM” status in
the Test Priority column.
Figure 2
AART: PCS Test Em i
Site LLRL
Attester Dean Childs
Implementer
Date Updated
Test ypr =t #
Processes ¥ Sub Processes T Controls Sl | G Test Description ¥ | Uniue
Acquisition Create Requisition Butomatic worklow approwval [
Boquisition Bpprove Fequisition Butomatic workHow approwal ]
Acquisition Internal Sourcing Internal sourcing is approved by 1
supemisarin sourcing and manage
of department requsting goods
andiar services.
v M\ Site AMRT / Rolup AART / ECS-Assess X EQ5-Test / PCS-Assess ) PCS-Test /

% The Test Priority is calculated based on the following criteria:

= Risk Assessment
=  Automation
=  Frequency

For example, a High Risk sub-process that is manual and only occurs annually will be rated
with a Very High (VH) Test Priority.
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B. Develop Testing Plan
% The proposed Test Priority should only be used as a guide when developing the test plan
as other factors may affect the prioritization.
1. Based on a risk based testing approach (see CFO Council
Implementation Guide for details), prioritize the testing of Controls.
The Test Priority ratings can provide guidance of how to prioritize
testing of controls based on the amount of Risk of each sub-
process/sub-category.
% See section A.2 for details of how the test priority is determined.
2. ldentify the testing cycle for each Control.
3. Determine if any testing has recently been performed that may satisfy
the A-123 requirements for selected controls. If acceptable testing
has been performed within 12 months of the assurance date (and no
significant system, process or control changes have taken place) for
specific controls, you may use the preexisting test results to satisfy A-
123 test requirements and document that testing as described in the
following steps.
% Sites/Field Offices/LPSOs may utilize testing performed as part of internal or external
reviews and/or audits (e.g. FFMIA, FMFIA, SAS-70, IG/GAO audits). However, these
tests must satisfy the requirements as defined in the CFO Council Implementation
Guide.
Sites may not utilize financial statement audits as a basis in determining that controls
are operating effectively.
4. ldentify and record the most effective type of test for each Control.
There are four basic test types that can be used to test entity and process controls (see
@ the CFO Council Implementation Guide for additional information).
= Inquiry — asking people if certain controls are in place and functioning
= Inspection — looking at evidence of a given control procedure
= Observation — observing actual controls in operation
= Re-performing — re-performing a given control procedure.
From a standpoint of sufficiency of evidence, Inquiry provides the weakest evidence
while Re-performing provides the strongest evidence. In addition a single test may
cover more than one sub-process and control.
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Select the most suitable Type of Test based on the sub-category or
sub-process requiring testing.

For example, an approval process requiring signatures from authorized approvers may use
@ the Inspection type of test. This can be accomplished by reviewing a sample of approval
signatures to ensure that appropriate action was taken.

Figure 3

AART: PCS Test O 5
Site LLML
Attester Dean Childs
Implementer
Date Updated
il 5
Processes ™|  SubProcssses W Controls 2 = T Test Description ¥ | Uniu
Bequisition Create Requisiion Autamatic workflow approval | B Ins
process in place, Requisition .
sutomatically routed to nest level in
crganization. Prepopulated table of
authorized amounts is checked.
Acquisition Approve Reguisition | Automatic workflow approval = Ins
process in place. Requisition
automatically routed to next level in
organization. Several levels of
approvals are required, therefore the
likelihood of this occurance is low.
Bequisition Internal Sourcing Internal sourcing is approved by Ins
supervisor in sourcing and manager
of department requsting goods
andfor services.,
=
« » W]\ Site AART / Rolup AART f ECS-Assess / PRS-Testllf PCS-Assess ) PCS-Test
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5. Provide a brief Test Description based on the Type of Test selected.

The Test Description should be a high level summary of how the test
will be performed. This should be supported by detailed test plans.

Figure 4

AART: PCS Test [+ eemees RN
Site LLML
Attester Dean Childs
Implementer
Date Updated
Tert | Typrmc #os
Processes ¥ Sub Processes ¥ Contrals | ™| T Test Description Inive
Acquisition Create Requisition Auromatic workflow approval In: ‘W alidate table of amounts being checked
processin place. Fequisition with policies.

automatically routed to nest level in
organization. Prepopulated table of
authorized amounts is checked.

Acquisition Approve Requisition | &utomatic workFflow approval ™ s | Validate workflow setup and separation
process in place. Fequisition o duties

automatically routed to nest level in
organization. Several levels of
spprovals are required, therefore the
likelihood of thiz occurance is low.

supervisar in sourcing and manager
of department requsting goods
andior senvices.

Acquisition Internal Sourcing Internal saureing is approued by ™ In\ Yalidate source documents far approval /

4 v W[\ Site ARRT / Rolup AART / ECS-Assess / ECS-Test / MeS-Assess PO Test / 4

REQUIREMENTS

i Detailed testing procedures need to be documented as supporting documentation.
Requirements and additional information can be found in the CFO Council
Implementation Guide.
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6. Record the universe of items, transactions, etc. from which the testing
Figure 5
[AART: PCS Test mImm )
Site LLRL
Attester Dean Childs
Date Updated
Tesr | Typrt / #rt 3 Diate T~
Processes | SubProcesses W Controls | pi= T Test Description Fail. ™| Fsil. ™| 7| con ™
Baquisition Create Frequisition Automatic workilow approval Lo Ins  |Validate table of smounts being cheflifed
process in place. Requisition with policies.
automatically routed to ekt levelin
arganization. Prepopulated table of
authorized amounts iz checked.
Aequisition Lpprove Requisition | Automatic workiow spproual [ Ins | Validate workflow setup and cepfation | 3500
process in place. Fequisition of duties.
automatically routed o nest leel in
organization. Several levels of
approvals are required, therefore the
likelihood of this occurance is low.
Paquisition Internal Sourcing Internal sourcing is apprawed by [Z] Ins |Validate source documents far apiiouval | 3500
supervisal in sourcing and manager
of department requsting goods
andfor services.

W » WP Site AART / Rolup AMRT / FCS-Assess / ECS-Test / PCS-fssess 3 PCS-Test, Assessment Team /  Field Office - Site

Refer to Financial Audit Manual (FAM) for sampling guidance.

7. Determine the Sample Size and enter the value in the # of Sample
column.

Figure 6

A good resource for tools and applications to determine sample sizes and testing
procedures may be internal auditing groups.

[AART: PCS Test [ eoes RET
Site LLMNL
Attester Dean Chids
Date Updated
Tecr | Tuprs Hee % Date T
Processes ¥ Sub Processes ¥ Controls BT I O Test Description ¥ | Unive Sar ¥ | TY | Fain | Fain ™| 7T ¥| con ¥
Aoquisition Create Requisition “Automatic workflow approwal o Ins |¥aiidate table of amounts being checked| 3500 [ 100
process inplace. Requisition with policies.
automatically routed ta nest level in
arganization. Prepopulated table of
authorized amounts is ehecked.
Acquisition Appiove Requisiion | Automatic warkflow approval 7] Ins |Vsiidate workilow setup and separation | 50 100 2
pracess inplace. Requisition of duties.
automatically routed to nest level in
arganization. Several levels of
approvals are required, therefore the
likelibhood of this occurance is low.
aquisition by ™ Ins  [validate source documents for spproval| 3500 W 100
Superdisorin sourcing and manager
of department requsting goods
andior services,
kv wh site A2RT / Rolup ARRT ¢ ECS-Assess [ ECS-Test / PLS-Assess ' PCS-Test [ AssetWllent Tear Field Office - Site
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8. The percent of universe will automatically be calculated in the 26
Tested column.

Figure 7

[AART: PCS Test mmm 3
Site: LLML
Attester Dean Childs
Date Updated
Te~r | Typn -t Bot ] Date T+
Processes ¥ Sub Processes ™ Controls iYW Test Description ¥ | Unive ™ Fal. ™| T™| con ¥
Acquisition Create Requisition Autamatic workfow approval Lo Ins | Validate table of amounts being checked | 2500
process in place. Requisition with policies.
automatically routed to next level in
arganization. Prepopulated table af
authorized amounts is checked.
Aequisition Approve Requisition | Automatic warkflow appraoval ™M Ins | Validate workflow setup and separation | 2500
process in place. Requisition of duties.
automatically routed to next level in
arganization. Several levels of
appravals are required, therefore the
likelihood of this occurance is low.
Bequisition Internal Saurcing Internal zourcing is approved by ™M Ins | Validate source documents for approval| 2500 100 3
supervisor in sourcing and manager
of department requsting goods
andfor services.
. » wl Site ABRT / Rollp AART / FCS-Assess [ ECS-Test / PCS-Assess 3 PCS-Test / Assessmeeam /  Field Office - Site

C. Execute Testing Plan

1. Complete testing based on the detailed plans.

2. Enter the date on which the applicable test was completed in the Date
Test Completed column of the PCS and ECS Test worksheets.

Figure 8

AART: PCS Test o 3
Site LKL
Attester Deen Childs
Date Updated
Ter | Typeot #rt e Date T+ Criteria for Sample Used for Testing Supporting Documentation
Processes ¥ SubProcesses W Contiols | PEE T<EE Test D ti s Fail | Faill ™| T Con ¥ i Fesults ol
Roquistion Create Fequisition | Automatic workfiom approwal W5 [ Ins | Validate table of amounts being checked| 500 | 100 | 3% 02122005 ALE Server: DADME CompllancesT est
process inplace. Requisition with policies. Plan
automatically routed to nest level in
organization. Prapapulated tabls of
authorized amounts is checked.
Aoquisition Approve Requisition | Automatic workfow approwal M Ins | Validate workflow setup and separation | 3500 | 100 3
process inplace. Requisition of duties.
automatioally routed to next level in
organization. Seversllsusls of
s are required,
kellhood of this Geeurance £ low
Acquisition d b M Ins | Validste source documents for approval| 3900 o w
supervisor in sourcing and manager
L » ml Site AART / Rolup ABRT [ FCS-Assess [ ECS-Test J/ PCS-Assess % PGS-Test / Assessment Team Field Office - Site Acroryrms /.
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3. Once the tests are completed, record the number of failures in the #
of failures column.

Figure 9

IAART: PCS Test g
ISite L
|ttester Dean Childs
ate Updated
Ter | Tupn wee | wee ] | owec % Date ™= Criteri for Sample Ussd for Testing Supporting Documentation
Processes W Sub Frocesses W Controls hd T4 B4 Test Description ¥ | unive ¥ | sar ¥ [ Te: ™| Faile Fail. ¥ ¥| con ¥ & Fiesults S e filed) ¥
cquisition Creats Requisition | Butomatie workflow spproual TE | ins [aidars tabie of amounes beingchecked | 3500 | 00 | 3¢ [ 10 0% 02122108 AL Server. DADME CamplisnceiTest
process inplace. Fequisition with policies. Flan
sutomaticaly outed i net level in
otganization. Prepopulated table of
authorized amounts is checked.
Boquisition Ppprove Requisiion | Automatic workilow approval " Ins | Validate worklow setup and separation | 3500 | 100 n 2] 2
pracess inplace. Requisition of dufies.
autamatioally routed to neat level in
arganization. Several levels of
Is sre requited,
likelihood of this ooourance is low.
cquisition ntsmal Sourcing el scurcing is spprousdby W | Ins |Valdste sowcs documents for spproval| 3500 | 0 | 32 | 50 £
superisor in sourcing and manager
of department requsting goods
andior services.
lk » wml\ Site AART / Rolup ASRT [ ECS-Assess f ECS-Test / PCS-Assess \PCS’TEEI( Assessment Team (k\* Office - Site Acronyms /.

4. The percentage of failure will be automatically calculated in the %6
Failure column.

Figure 10

IAART: PCS Test g
ISite L
|ttester Dean Childs
ate Updated
Ter wee | wee ] | owec % Criteri for Sample Ussd for Testing Supporting Documentation
Processes W Sub Frocesses W Controls hd T4 B4 Test Description ¥ | unive ¥ | sar ¥ [ Te: ™| Faile Fail. ¥ > & Fiesults S [where. filed) ¥
cquisition Creats Requisition | Butomatie workflow spproual TE | ins [aidars tabie of amounes beingchecked | 3500 | 00 | 3¢ [ 10 0% 02122108 AL Server. DADME CamplisnceiTest
process inplace. Fequisition with policies. Flan
sutomaticaly outed i net level in
otganization. Prepopulated table of
authorized amounts is checked.
Boquisition Ppprove Requisiion | Automatic workilow approval " Ins | Validate worklow setup and separation | 3500 | 100 n 2| 2
pracess inplace. Requisition of dufies.
autamatioally routed to neat level in
arganization. Several levels of
Is sre requited,
likelihood of this ooourance is low.
cquisition ntsmal Sourcing el scurcing is spprousdby W | Ins |Valdste sowcs documents for spproval| 3500 | 0 | 32 | 50 £
superisor in sourcing and manager
of department requsting goods
andior services.
lk » w\ Site AART / Rolup ASRT [ ECS-Assess f ECS-Test / PCS-Assess ) PCS-Test / Assessment Team Office - Site Acronyms /.
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5. Record the location of the testing plans and supporting documentation
in the Supporting Documentation column.

Figure 11

IAART: PCS Test g
ISite LKL
|attester Dean Childs

ate Updated

Processes W Sub Frocesses W Controls > Test Description ¥ | unive ¥ | sar ¥ | Te: ¥ Fail ™| Faile ™| T¥| con ¥ & Fiesults filed)
Rcquistion Create Requisition | Automatic warkHaw approval Valldats table of amounts being checked| 3500 | 100 | 3z [ W0 0 02122005 BLE Server: DAOME Complizncet Test
process inplace. Requisition vith policies Flan

sutomaticslly routed to neat level in
organization. Prepopulated table of
authorized amounts is checked

Acquisition Approve Flequisition | Autamatic workflow approval Validate warkfiow setup and separation | 3500 | 100 | % 2 E]
pracess inplace. Fequisition of duties.
atamaticaly routed 1o neat level in

required,

v

kelihood of this ocourance is low.

acquisition Internal Sourcing Internal saurcing is approved by Bl | Ins | Valdate source documents for spproval| 3500 | 100 | 3z | 50 B3
superuisorin sourcing and manager
of depattment requsting goods
andior seruices

lk » wml\ Site AART / Rolup ASRT [ ECS-Assess f ECS-Test / PCS-Assess \PCS’TEEI( Assecement Team /  Field Office - Site Acronyms Vi

@ REQUIREMENTS

Testing plans, and all supporting work papers and test results should be readily available
upon request for independent review and validation.
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* D. Evaluate Test Results

1. Using professional judgment, determine whether the failure rate is
acceptable and whether to pass or fail the control effectiveness.
Record the results in the Test column of the PCS and ECS Test
worksheets.

Figure 12

IAART: PCS Test oo g
ISite L
|ttester Dean Childs
ate Updated
Teor | Typ e wee | wre ] ol e % Dallt- Criteria for Sample Uised for Testing Supporting Documentation
Processes W Sub Frocesses W Controls Y Y| Y Test Description ¥ | unive ¥ | Sar ¥ | Te: ¥ Fail. | Faile T Y| Cof & Fesults. S where filed) W
RoquisHion Create Fequation | Akomat worktiow approual TE [ ins [Vatdars tabis of smourts berg checked | 3500 | 100 | % | 10 Ty R 3 AL Server, DADMIE ComplancetTest
process inplace. Fequisition with policies. Flan
sutomatically outedto net level in
otganization. Prepopulated table of
authorized amounts is checked,
-
Boquisition Ppprove Requisiion | Automatic workilow approval " Ins | Validate workilow setup and separation | 3500 | 100 n 2 2: W [Pass
pracess in place. Requisition of dufies.
utamatically routed o nest leus! in
arganization. Several levels of
Is sre required,
likelihood of this coourance is low.
cquisition ntemal Sourcing el scurcing s spprousdby T | Ins |Valdste sowes documents for spproval| 3500 | 00 | 32 | S0 £
superisor in sourcing and manager
«of department requsting goods
andior services.
b » i Site 8ART f Rolup A8RT [ ECS-Assess f ECS-Test / PCS-Assess ),PCS-Test / Assessment Team 4 Field Of "~ Site Acronyms [/

2. Enter the rationale used to determine sample test criteria and results.
Figure 13

IAART: PCS Test = s
Site s
Iattester Dean Chids
ate Updated
Tecr | Tyt woe | #ee | o | owee % Date Tor Criteria bor Sample Used for Testing Supporting Documentation
Processes W |  SubProcesses W Controls o I I Test Description ¥ | Unive ¥ | Sar ¥ | Te: ¥ | Faih ™| Fail. ™| T¥| con ™ & Fiesults x where filed) ¥
A cquisition Create FRequisition Autamatic workklow approval Lo Ins | Validate table of amaounts being checked | 3500 100 i 10 10% | Pass | 02122006 ALE Server: DA0ME ComplizncesTest
process inplace. Requisitian with policies. Flan
auomaticalroued o neztlsuel
rganization. Prepopulated table of
authorized amounts s checked
Aoquisition Approve Fequistion | Automatic workflow approwal ] Ins | alidate workAow setup and separation | 3500 | 100 | 3% 2 7% |Pass |
prosess inpiace. Raquistin ofdutis.
automatically routed to nest level in
worganization. Several levels of
I are required,
lkelihood of this occurance is low. /
Boquisition Internal Sourcing Intemnal sourcing i approved by ] Ins | Valdate source documents for approval| 3500 | 100 | 3% | 50 T Failute rate i= tao high (or the sub-process LN = reer. DADME Compliances Teat
‘supersisorin sourcing and manager i
of department requsting goads
andfor services.
kv wh Site AMRT f Rolup ARRT [ ECS-Assess / ECS-Test / PCS-Assess 3, PCS-Test / Assessment Tearmn / Field Offi it Acronyrms
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* E. Re-Evaluate Assessments based on Test Results

1. Return to the Assess worksheets (PCS and ECS) and re-evaluate the
summaries based on the test results.

Figure 14

AART: PCS Assess = g General Ledger Mamt
site LLNL Funs Mot
|Attester Dean Childs . FEWT

Ard Geller & Cost Mgmt
Date Updated February 22, 2006 Insurance

ke stre 5 5 i the input section
(Below row T3} to use the rsert Row aud Defete Row
fwactions.
Process s crl Cortrol Remediation Plan Evaluation Refionsle =
2 Processes Sub Processes Impact |Assess Cortrols e
cyol Type Inetficie (—— 1 comments (vh
- - v v|ma~w - ~[Feyv[ compl ¥ -

P2 A couistion Creste Requistion M WM |AUtomatic workflow approval process in place. AL | No. ALtomation is designed well and is secure [2LE Serve
Requisition automatically routed 1o next level in [omBA123
organization. Prepopuisted table of autharized
amount is checked

F2P |Acauistion [pprove Resistion Automatic workilow: approval process in place. o
Recuistion automatically routed to next levelin
organization. Several levels of appravals are
renuired, therefare the ikeiood of this acourance:

= &coisition irternal Sourcing Irterrial oUrcing 15 approved by sUpervisor in yes yes
o departinent redusting

> i\ Site ARRT / Rolup AT/ ECS-Assess Field Office - Site Acronyims Z
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2. For all passing test results change the status of the Assessments to “7-
Controls test effective”. Using professional judgment, reevaluate the
Control Design Effectiveness rating for those controls which failed

testing.
Figure 15
AART: PCS Assess 30 General Ledger Mgt g Travel
Site LLML Funcs: Momt 5 1 Feverie
[Attester Dean Childs i FEWAT g Receivable Mamt
Impl Ard Geller & Cost Mot Project Cost Mot
Date Updated February 22, 2006 Insurance Property Myt
Grants ‘Seized Property Momt
Make sure the active cell is in the input section Loans
(heiow row 13) to use the nsert Row and Defete Row Acquisition ‘ -
functions. E Invertory Momt
Peryable Mot 3
4
P i . ] Control Fremedistion Pi
"0°%%% | Processes Sub Processes Impact | dssess Cortrols 5 " i el it
Cycl gfficies F—— o r————
- hd bt > | melw b | Reg - compl
pop A couisition Create Requisition M M |&utomatic workflow spproval process in place At R Ho Automation i
Reguisition automatically routed to next level in
organization. Prepopulsted table of authorized
amourts is checked
P2P Acquisition A pprove Requisition Automstic workflow approval process in place. Aut No
Reduisition automatically routed to next level in
organization. Several levels of approvals are
required, therefore the lkelihood of this occurance
iz lowy
P2P & couisition Irternal Sourcing Irternal sourcing is spproved by SUpervisor in Man yes
sourcing and manager of department requsting
igoods andior services. _
Ho» N|\ Site AART £ Rolup AART / ECS-fssess / ECS-Test ) PCS-Assess PCS-Test / Assessment Team £/ Field Offics - Site Acronyms /.
The Area/Process Assessment fields have been previously populated in the evaluation
%} phase with the Control Design Effectiveness ratings.
The Assessment ratings will be revised for those Areas/Processes where testing has been
completed indicating whether the tested controls operated effectively or failed.
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F. Update the Rollup AART

@ REQUIREMENTS
This step must be performed by the Field Office or LPSO Assessment Team lead.

Field Offices and LPSOs have different processes for FY 2006.
Starting in FY2007 the rollup process will be the same

FIELD OFFICE ONLY

1. Starting in cell Y9 of the Site AART, copy all of the automatically populated
ratings for the accounts and process cycles. (Cells Y9 through AE51)

Figure 16
A - b
A B | C FEINNEEE |HEEEEN N
1 |AART: Rollup 30 : .
Kansas City-Rollup Kansas City
5 |Kansas City
3 |site KC Site-KE Site-KC
4 Attester]| Diennis Martinez
5 Owverall Assurance
g
7 Material Account Acct Status
T |Balance Sheet
Intragovernmental Fund Balance with
9 Treasury
1] Intragovernmental Inestment
11 Intragovernmental Regulatory Assets
Z Accounts Receivable, Met
E Muclear Materials ] n ] u o
Strateqgic Petroleumn and Morthe ast
14 Home Heating Oil Fe serve
Gen.eral Froperty, Plant and o o o
15 Equipment
B Riegulatorny Assets
17 Other non-intragovernmental assets
8 Intragovernmental debt
Intragovernmental appropriated
19 capital owned
] Accounts Payable o n [ u 1]
7 Dbt
22 Dieferred Revenue and other credits
73 Environmental Liabilities
. . A
M 4 » wfy Site 24RT % Rollup AART { ECS-Assess f ECS-Test / PCS-Assess inenaShesmimivsssoment. Tc
5 " ]
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Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the Field Office AART), find the correct
predefined Site or Field Office section and select the first cell of the
Material Accounts listing (for example, cell AF9 for KC).

Figure 17
— e o om =
AF9 - A
A E € FlolJIM[ P [s]v]Y] 7 A8AEACADAEARAGAH AIlAJAHALAMANACAR
1 |[AART: Rollup Mational Muclear Mational Muclear Lawrer
Security Security Kangas City Livermare b
2 National Nuclear Security Administration Administration-Rollup|  Administration Lab
3 |Fo MNAFC FO-MAFD FO-NAFO KC LLAL
4 Attester] E. Dennis Martinez
5] Overall Assurance
= |2 =1 o
Ole o (= = =
< oL oo (S [y AN oL
7 Material Aceount Acot Status z] Hw EW Ew ) W EW & EW HW aw 31 a} &W g Ew BW aw &W a} mw £ ‘5‘1 BW a} aw
8 [Balance Sheet
Intragovernmental Fund B alance with 0 0 0 v
g Treasury
[1] Intragovemmental Investment
11 Intragovernmental Regulatary Assets
2 Accounts Fleceivable, Met
13 Muclear Materials [] [ []
Strategic Petraleum and Nonheast
14 Hame He ating Cil Fieserve
General Praperty, Plant and ) v
15 Equipment Navigate to the
16 | Regulatory Assets correct cell in | |
i Y
17 Other non-intragovernment al assats the Site/FO
g Intragovernmental debt block.
Intragovernmental apprapristed
19 apital awned
20 Acoounts Payable 0 [ [
21 Diebt
) ] ] ]
22 Dieferred Fievenue and other credits
23 Enwironmental Liabilities [] (A oo Y

n a
W 4 » wy Site 82RT ' Rollup AART / ECS-fssass f ECS-Tast / PCS-Assass

—_—— = =

I 1 5]
A PCS-Test 4 Assessment Team 4 Field Office - Site &

SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted

into the Rollup AART (see below for details).
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3. Paste Special the results as follows: Go to Edit —= Paste Special and
select the values radio button. Click OK.
Figure 18
] Eile | Edit | view [rsert Format Tools Data Window Help
== R |-:-:--uxv2.'i.uﬂu‘s'b =L ey
amn s G4 Ctrl+X 3 "
; B O Clrl+C o 2| o2 o e
i B crie i v |=EmEx, 24jee|n oA Paste Special Px
A8 pate Cirl+v [ JFLCIIIML P ISV Y] Z PAREACACAEARAEAD AAIARAL Paste
AAR Speclal Mational Muclear Mationsl Muclear Y S— Crall
: m.ln:l l_)lTn T |_‘. --S"w-"wn.... oy, i N:llumilﬁuh O Formulas (O all sxcept borders
= Fill L == — m— T @ ivales;  Column widths
3 Clezr i = —_— e () Formats (O Formulas and number Formats
s Deleta... I [ (O Values and number Formats
DQ"r_‘tC Mt 9 | O & |4 =G eration
|| wees L JHBSEBELGEREERLERREE [ ..
L] # Fird... Ciri+F O iadd O Divide
qﬁ_—‘ Lirks. .. : “ H O gublract
) : ANERNAREN e
i :::::‘L::(»m = ] . Skip blanks [] Transpose
A |
4. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells Y5 through AE5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
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LPSO ONLY

5. Starting in cell F9 of the Field Office AART, copy all the automatically
populated ratings for the accounts and process cycles. (Cells F9 through
V51)

Figure 19

TN S N

F9 v &
A B [ B FlG[Jm] P [S]¥] ||z adaBadanaEaracanalalanalanaradagada
AART: Rollup National Muclear ational Muclear Lawrence
1 5 30 ; . . f
Security Security Kansas City Livermaore MNatio
2 National Nuclear Security Administration Adrministration-Rollup | | Administration Lab
3 |Fo MAFO FO-NAFD FO-MAFD KC LLML
4 Attestir] E. Denniis Martinez
] Overall Assurande
a2 =
ole o |« =|o =|o
= (AR ISR 3 ole oz 3 ole (o=
7 Material Account A Status HWEWEW 3}315 BWEW Ewg} EWE EW HW EWEW 5} EWE =0 a e |sE
8 |Balance Sheet
Intr agovernme, o ¥
g Treasury
[1] Intr agouernme "4
11 Intragowemmental Fiegulatory fissets
P Acoounts Receivable, Met
] Nuclear Materils ] [ [ of Mol [of [0
Strategic Petroleurn and Northeast
14 Home Heating Oil Reserve
14 | a
Gen.eral Froperty, Plant and o o o v v
15 Equipment
B FRegulatory Assets [ |
) ] [] Y
17 Other nonintragovernmental azsets
g Intragovernmental debt
Intragowernmental appropriated
19 capital owned
20 Acoounts Payable 0 0 [ | =
2 Diebt
) ] [] []
22 Deferred Revenue and other credits
23 Environmental Liabilities o oo ofo ¥

n a
M 4 v m\ Site ASRT 3 Rollup AART / ECS-Assess lECS-Test 4 PCS-Assess f PCS-Test / Assessment Team 4 Field Office - Site Acrony
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6. Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the LPSO AART), find the correct predefined
Field Office section and select the first cell of the Material Accounts listing
(for example, cell AF9 for NNSA).

Figure 20

A = A

A B [ G FG[J M P [STv] Y Z]ArEAdATAEARAGA A Ay [ATATIB g
AART: Rollu = Wational Nuclear
£ = GITSE Security Pittsh
Adrninistration

MNMSA
NNSA Administration Administration-Rollup| — Administration

PGM  NNSA PGMANSA PEMMNSA FO-NNSA FOP

Attester]|
Overall Assurance|

-] =|a =1
gl g = 9le|gls |2 AR
Material Account Acot Status E]H1 SWEW Swﬂﬁ §b1ﬁ}&}a}&£§ HW&WE}&W

Intragowernmental Fund Exalance with
Treasury
Intragouernmentsl Investment

mfelw (=

Balance Sheet

ETiGE

Intragowernmental Regulatory Assets
Acoounts Receivable, Het

Huslear Materials

Sttategic Petrclsum and Montheast
Harme Heating O1l Reserve

General Froperty. Flant and Equipment
Fegulatory Assets

Cither non-intragavernment
Intragovernmental debt Navigate to the
Inttagovernmental 3ppropri

ouned correct cell in
Ascounts Paysble

Dbt the FO block.

Disferred Revenue and athe

Enwironmental Liabillties

P d ather actuarial
Other lisbilties:

Contingencies and sommitments
Unespended appropriations

SECEEEEECNESEENENE
!
\
!
\
\
\

= |ny

Statement of Net Costs
« v wloGite 8RT YRl ABRT / FrS-Assmss £ FOR-Tast £ DOS-Asspss £ DOR-Test £ Assessment Team £ Field Offire - Site &rre

@ SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).

7. Paste Special the results as follows: Go to Edit —> Paste Special and
select the values radio button. Click OK.

Figure 21

[] Eile | Edit | View [rsert Format Tools Qata Window Help

(NI = Jor-oe - M E-SLZH A B ~0 (2
g d 4 Chri+x  § .
pcial | Looy Whe | s@laE s %, 44 ex -2 A . =
AF4 Office Clipboard... | Paste Special E‘E‘
A |8 paste Cirl+v | r__:s].l[M[l’[::T[v ¥ | £ ASAEACALAEARACAR Al AJAKAL Paste
1 AAR Pache Speclal... |_ Na“;':!:r‘::lew Ns"?s'lilut‘l‘l":lur Lawrence Livermore| Oal
SNt it : | Natioead Lab O Formulas O &l except borders
g | — 3
N i (®alues O Column widths
b1 b Clegr v Fomr ronaFD PR Lo
() Formats (O Formulas and number Formats
BT pelete.. '»'—'] — © values and number Format:
e s I ‘alues and number Formats
S (el el TelEfelo e e e[efel e e o] 2
e Move or Copy Sheet... 2l =felolelzldlelalalalalalolels () None O Multiply

y [ [

il Acccardt Vataeeitle, Bit [ skip blanks [] Transpose
k3l Focleas e s =] =

—
4

7
E |
I # Fird... cri+F A O ngd O Divide
b = . - O subtract
| urks..
|
1
o
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8. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells F5 through V5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
G. Update the Implementation Plan
1. Document the results of the testing activities performed
2. Review Implementation Plan for accuracy
3. Make and track necessary changes
Major changes to the Implementation Plan will need to be reported in the Quarterly
% Report.
Page 19 of 21
Guide 4

A123 Quick Start Guide 4 - Testing.doc Version 3.1 — 4/6/06




Document Legend

Professional
Judgment

Quick Start Guide 4 — Testing

Required

Note

=0 (5|0 | %

Tip

REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program Headquarters Element whose cognizance includes those

Secretarial Office Field Offices that are affected by the financial reporting

(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process The highest level of sub-processes within a process
cycle.
Process Cycle An end-to-end sequence of events consisting of the

methods and records used to establish, identify,
assemble, analyze, classify, and record transactions.?
Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

2 Adapted from the CFO Council Implementation Guide
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accounts

> ' AART Toolkit

Documenting

Document Process

g AART Toolkit

and Entity Risks &
Controls
Document
organization
Evaluating

AART Toolkit

J

Evaluate and Summarize
Process Risks & Controls

Evaluate and Summarize
Process Risks & Controls

Remediation
Validate
Develop _I_' Remediation Plan 1

Corrective Action
Plan Tracking Tool

v

i

> Corrective Action
Remediation Plan Implement Plan
> Remediation Plan —l_._ﬁ AT Tl
- —

Testing =) aarT Toolki
Develop Test Plan —I_’ ] .
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i L Annual/Final Report
Repo rtl n g | Provide Annual Report I ] C
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and Interim Reports .
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Process Risks & Controls

Remediation ﬁ Corrective Action
Validate Plan Tracking Tool
Develop Remediation Plan 1 'ﬁ Corrective Action
Remediation Plan I Implement Plan
Remediation Plan 1 . ﬁ AT Tl
. _
et 9 — i AART Toolkit
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Reporting

Provide Quarterly
and Interim Reports

| Provide Annual Report

> I Annual/Final Report

> i AART Toolkit

;ﬁQuarterly/lnterim Report;

Purpose e Develop and implement remediation actions that
improve the effectiveness of internal controls over
financial reporting

Key Activities e Develop remediation actions for ineffectively designed
Controls (Per Evaluation Phase)

e Develop remediation actions for ineffectively operating
Controls (Per Testing Phase)
e Implement and Track Corrective Actions
Required Templates e AART Toolkit
e Corrective Action Plan (CAP) Form & Content
e CAP Tracking Sheet
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PROCEDURES

&

The Evaluating and/or Testing phases have been completed to identify entity and
process controls that are not designed or operating effectively. Once identified, Field
Offices and Sites are responsible for taking timely and effective action to correct
deficiencies and weaknesses. The individual(s) performing remediation actions should
not be the same individual(s) performing the evaluation of controls.

A. lIdentify Scope and Remediation Strategy

1. Process Remediation: Identify sub-processes and related controls that
H H H - 11] L1 - (13 H M
require remediation. These are flagged with a "Yes" in the “Remediation
, ” H
Plan Req’d” column of the PCS-Assess worksheets of the Site AART
Toolkit. Remediation activities may have been identified during the
Documentation, Evaluation and/or Testing Phases.
H 1
Figure 1
B | [ I ] ] I L WM M o] @ TR =
1 |AART: PCS Assess O 5, Gieneral Ledger Mgmt § Trauel
2 |site ORMNL Funds Mgmt ® Revenue
3 |Attester thd o FEWT & Fieceivable Mgmt
4 |Implementer it & Cost Mgmt Project Cost Mgmt
5 |Date Updated ddimmiyyyy Insurance E Fraperty Mgmt
B Grants Seized Property Mgmt
7 Alake sore the active celfis in the inpot seclicn Loans = Human Resources
L5} fhedow row IT]te uss tAe fosart Row and Defete Roy a Aequisition T Fayrall
g AR RS, g Inwentaon Mgmt W Benefits
1] Payable Mamt
[TT
Risk Control .
12 P05 | prgessas Sub Processes b e Gontols o] | oy | Tem| Sl | BmedatonPlan
13| "< =] (=] | mef+ [=] = - | Eftect+ ] [+ oy . W
PP Baquisition Create Acquizition [ Automatic workflow approval pracess in place. Aut [ 3 Mo
Fiequisition automatically routed to next level in
arganization. Prepopulated table of authorized amounts
15 is checked
F2F Aequisition Approue Aequisition Automatic workflow approval process in place. At [ 3 No
Fiequisition automatically routed to nest level in
organization. Several levels of approval are required,
theretore the likelihood of this oecurance iz low.,
16
F2F Aequisition Internal Sourcing [T Internal Sourcing is approved by supervisar in sourcing Man R 5 yes
and Manager or department requesting goods andfor
17 services.
P2P Aaquisition Enternal Sourcing Internal Sourcing is approved by supervisar in sourcing Man R 5 yes
and Manager or department requesting goods andlor
18 services
19 [Pzr Acquisition Select Yendar -]
PR Acquisition Create PO =
M 4 v W] Site ABRT £ Rolup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess / PCS-Test / Assessment Team Field Office - Site Acronyms |< ¥

2. Entity Remediation: Identify the sub-category and related controls that
require remediation. These are flagged with a "Yes" in the “Remediation
Plan Req’d” column of the ECS-Assess worksheet of the AART Toolkit.
Remediation activities may have been identified during the
Documentation, Evaluation and/or Testing Phases.

! Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS
and ECS-Assess Worksheets
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3. Remediation Strategy: Prioritize remediation activities and identify
* individuals accountable for developing corrective actions, tracking
remediation and verifying completion/implementation. Based on this
prioritization establish an overall remediation strategy that supports the
most effective and efficient implementation of corrective actions.

B. Corrective Action Plan Development and Documentation

1. The individual(s) responsible for the remediation will develop a Corrective
Action Plan (CAP) that identifies remediation actions for each sub-
process/sub-category identified in Section A above.

Key elements of the CAP include:

= Summary of deficiency
Responsible official
Remediation Strategy
Milestones and tracking data

Process status

g 4 4 4 8

Signatures of accountable individuals

The Department’s required CAP form and content can be found on the CFO
A-123 Website. Sites may add elements to the CAP form and content, but
all listed elements must be provided in the site action plan.

2. Documentation must be maintained to support the completion of each

milestone all the way through implementation of corrective actions.
Documentation may include certifications, reports, memoranda, etc.

% A single CAP may cover multiple sub-processes and related control deficiencies.
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C. Corrective Action Plan Tracking
1. Prepare the Corrective Action Plan Tracking Sheet: The A-123 Project Lead
is responsible for tracking and reporting the status of corrective actions
and updating the AART toolkit. A Corrective Action Plan Tracking Sheet
has been provided on the CFO A-123 Website for use in tracking
corrective action status. This tracking sheet will be required as part of
Quarterly Reporting.
2. Return to PCS- or ECS- Assess worksheets and:
= Input the Corrective Action Plan ID # (from the CAP Tracking
Sheet) into the “Remediation Plan: Complete” column for the
related Sub-process(es)/Sub-Category(ies).
Figure 2
B | [ I ] L M| M 0] @ | R B T ~
1 |AART: PCS Assess [ R g Trauel
2 [Site ORNL o Fievenue
3 |Attester o & Freceivatle Mgmt
4 |Implementer th Project Cast Mgmt
5 |Date Updated ddimmiyyyy § Property Mamt
B Seized Property Mgmt
| 7| Atate sore the active cedtis in the inpot section Human Resources
| 8 | fieiow row 237 to use the fasert Fow and Defete Row E Paurall
| 9| suncrions w Bensiits
[ 10|
[ TT]
N Control
e el B T I el y—?:'l’*\ Eataten Raons o
FzrP Acquigition Create Acquizition At R E o DORML-1 ALE Seruer: DAL
Flows
15
F2F Aoquisition Approve Acquisition Aut [ B OFhL-2
\v
16
FzF Acquisition Internal Sourcing Man R ] yes
17
[ariad Acquisition External Sourcing Plan R ] yes
18
19 [Fer Acquisition Select Vendar
g‘? 2P Acquisition Create PO &
Wy N\.SItE! AART RD"L.I[; A8RT f ECS-Assess / ECS-Test ) PCS-Assess / PCS-Test / Assessment Team Field Office - Site Acranyms J( ¥
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D. Documentation of New Controls

1. Document new controls as they are developed during remediation and
update sub-process/sub-category documentation accordingly.
Documentation should be prepared in accordance with the Documentation
Quick Start Guide.

B | C I D G [THT T T a7 K L =~
1 |AART: PCS Assess [ ivesrox I General Ledger Mamt
2 |Site ORML Funds Mgmt
3 |Attester thacd m FEWT
]
4 o Cost Mgmt
5 |Date Updated Insurance
B Grants
; Afks core the otive coX i o tAR Inpot seotien Loang
g fheiow row I3]0 use ihe fasert Fow and Defete Roy Acquizition
o
g FURCCRS. & Inventary Mamt
o
U Fayable Mame
17
oo Riisk.
12 Pg"?lss Processes SubProcesses Riisks ;:9" Impact | Aszecs fni
[13] ™ =] =] ] "] (7] mel~ - ™ i
F2F Aaquisition Create Acquisition Ferson creates arequisition For an unauthorized amount utamatic workflow approval process in place.
Requizition automatically routed to next level in
arganization. Prepopulated table of sutharized amounts
15 4 is checked
PP Aaquisition Apprave Acquizition Item requested is not for government Automatic warkflow approval pracess in place.
Fiequisition automatically routed to nest level in
organization. Several levels of approval are required,
therefore the likelihood of this occurance is low,
16
PP Aaquisition Internal Sauraing Internal sources item is obsalete and Internal Sourcing is approved by supervisar in sourcing
and Manager or department requesting goods andfor
17 seruices.
F2F Aoquisition Esternal Sourcing Item i externally sourced but could be ‘ Intemal Sourcing is approved by supervisor in sourcing
and Panager o depanment requesting gocds andfor
13 services.
19 [FeF Aequisition Select Vendar endar selected is not the one . P> 4
20 [pzr Foquisition Create PO Purchase Order value is different from
@
fa T BN r=wr=y ) e ) T - T - P - —
W 4 v My Site 88RT £ Rollup AART 4 ECS-Assess £ ECS-Test Y PCS-Assess / PCS-Test £ Assessment Team Ficld Office - Site AC 4 »
@ Entity and process controls with design deficiencies or weaknesses will stay in the
Remediation phase until remedial action is complete.
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E. Re-Evaluate Sub-Process/Sub-Categories

Figure 4
B | 5 I ] L M| N o] @ | R B T ~

AART: PCS Assess B s

Site ORMNL

Attester thel

Implementer thacd Projest Cost Mamt

Travel

Revenue

[2C |P2P

Fieceivable Mgmt

P2A

Date Updated daimmiyuyy Froperty Mot

far B ] oS PV TN B

Seized Property Mamt

|

Abake sore the aotive cellis in the inpot seetion Human Resources
fhelow sow 13} to use the lasert Box and Defete Row Pawoll
Aunedicns. Bengfits

ERM

EEEGR

Contral Femediation Plan Evaluation Rationale Suppc

Inefficie t Comments where «
1= re Compl [+ (=] t

s DORML-1 ALE Server: 0L
202106 Flows.

ORKL-2 /

Process

R

Proceszes SubProcesses

Cel
-

w

FaF Aoquisition Create Asquisition

F2F Acquisition Approve Acquisition

F2F Acquisition Internal Sourcing No

17

F2F Acquisition External Sourcing Tan R 5 yes

18 -
19 [Fzr Acquisition Select Vendar
20 (PP Acquisition Create PO &

ECmerr — = —
W 4 v W] Site ASRT £ Rolup 88RT / ECS-Assess 4 ECS-Test ) PCS-Assess / PCS-Test ¢ Assessment Team Field Office - Site Acronyms J( ¥

1. Return to the PCS- or ECS-Assess worksheet(s) and:

= Enter the date remediation was completed in the “Remediation
Plan: Complete” column for the related Sub-process(es)/Sub-
Category(ies). (Note: Do not delete CAP ID#)

@ To enter the date in a second row under the CAP# place cursor behind the CAP# and use
alt-enter to begin a new row within a cell.

= Update the Controls column to reflect any new key controls
implemented.

= Change the Control Design Effectiveness rating to Green.

= Delete prior test result rating (i.e., Pass/Fail) to prepare the new
control for testing.

= Test the control(s) in accordance with the Testing Guide.

% The test plan will need to be re-evaluated for any new controls developed and
implemented as part of Remediation.
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F. Update Implementation Plan
1. Document the results of the remediation activities performed
2. Review Implementation Plan for accuracy.

3. Make and track necessary changes.

%} Major changes to the Implementation Plan will need to be reported in Quarterly Reports.

4. Return to the Documenting phase.

Assessment Teams should report in their quarterly and annual reports those deficiencies

% that represent significant deficiencies in the design or operation of internal controls that
could adversely affect the ability to meet internal control objectives. For purposes of
OMB-A-123 reporting, these types of deficiencies are called reportable conditions (see
DOE Interim Guidance for OMB Circular A-123 for more information).
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REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program Headquarters Element whose cognizance includes those

Secretarial Office Field Offices that are affected by the financial reporting

(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process The highest level of sub-processes within a process
cycle.
Process Cycle An end-to-end sequence of events consisting of the

methods and records used to establish, identify,
assemble, analyze, classify, and record transactions.?
Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

2 Adapted from the CFO Council Implementation Guide
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Remediation Plan 0 Corrective Action
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Remediation Plan —l—,D AART Toolkit
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Develop Test Plan —L 0
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| Provide Annual Report

Purpose

Report on the effectiveness of internal controls over

financial reporting.

Report on the progress and status of the OMB A-123

implementation.

Key Activities

Develop and submit Field Office Quarterly Reports
Develop and submit LPSO/Corporate Department Interim

Reports

Develop and submit Field Office and LPSO/Corporate
Department Annual Report

Required Templates

Content (F&C)
Annual Report F&C

Quarterly Report and Interim Status Report Form and
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PROCEDURES

Periodic reporting is required throughout the implementation. Quarterly and Annual
reporting are standard. However, supplemental guidelines may be provided during the
year by the Senior Assessment Team.

A. Field Office Quarterly Reporting

1. Composition — There are five key components to the Quarterly Report:

= Transmittal Memorandum (signed by the Field Office
Manager or delegated official. Any delegation must be
documented and included as part of the Quarterly Reporting
submission.)

= Quarterly Report Form and Content
= Field Office Site Implementation Plan
= Field Office AART Toolkit
= Site Corrective Action Plan Tracking Sheet
Although not currently required as part of Quarterly reporting, Site AART Toolkits
@ may also be requested throughout the year for validation purposes.

2. Submission Process — Quarterly reports will be submitted as defined by
the Reporting and Assurance Flow. Both electronic and hard copies
(printed and media formats) are required.

Hard copy to the Lead Program Secretarial Office (LPSO) for the
Field Office, with a carbon copy to other Secretarial Offices that
provide significant funding to the Site.

Hard copy and electronic copy to the Headquarters Office of the
Chief Financial Officer, Office of Internal Review, as follows:

o Hard copy and electronic copy (e.g., floppy disk, CD) sent to
the Director, Office of Internal Review.

o Electronic copy e-mailed to the A-123 Help Desk at A-
123Helpdesk@hg.doe.gov. (Note: The electronic versions
of the report components should be sent electronically in
their original software format (i.e. AART & Action Plan
Tracking Sheet in Excel / Report Form and Content &
Implementation Plan in Word), except for the transmittal
memo which should be converted to .pdf to capture the
managers signature.
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i Reporting Flow
@ Refer to Listing of Cognizant Secretarial Offices on the CFO A-123 Website for the table
H outlining the submission list for each Field Office.

An Assurance statement is not required for quarterly reporting.

@ Quarterly reports must be signed by the Field Office manager or designee. If
another individual has been delegated this responsibility, the delegation must be
documented in writing and maintained by the Site A-123 Lead.

Additional information on reporting, which should also be considered, can
be found in the CFO Council Implementation Guide, and the DOE Interim

Guidance for OMB Circular A-123. These documents are also available on
the CFO A-123 website.
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B. LPSO/Corporate Department Interim Reporting

1. Composition — There are five key components to the Interim Status

Report:
= Transmittal Memorandum (signed by the Head of the
LPSO/Corporate Department or delegated official. Any
delegation must be documented and included as part of the
Interim Status Reporting submission.)
= Interim Status Report Form and Content
= LPSO/Corporate Department Implementation Plan
= LPSO/Corporate Department AART Toolkit
= LPSO/Corporate Department Corrective Action Plan Tracking
Sheet
In addition to established interim status reporting dates, LPSO/Corporate
@ Department AART Toolkits may also be requested throughout the year for
validation purposes.

2. Submission Process — Interim Status Reports will be submitted as
defined by the Reporting and Assurance Flow in Section A.2. Both
electronic and hard copies (printed and media formats) are required.

Hard copy and electronic copy to the Headquarters Office of the
Chief Financial Officer, Office of Internal Review, as follows:

o Hard copy and electronic copy (e.g., floppy disk, CD) sent to
the Director, Office of Internal Review.

o Electronic copy e-mailed to the A-123 Help Desk at A-
123Helpdesk@hqg.doe.gov. (Note: The electronic versions
of the report components should be sent electronically in
their original software format (i.e. AART & Action Plan
Tracking Sheet in Excel / Report Form and Content &
Implementation Plan in Word), except for the transmittal
memo (and documented delegation, if applicable) which
should be converted to .pdf to capture the managers
signature.

C. Field Office and LPSO/Corporate Department Annual
Reporting

ok Information forms for Annual Reporting will be provided at a future date.

‘:' =
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REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION
Refer to the CFO A-123 website which will be updated with latest materials including

tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the
authenticity of information for the LPSO.
Cognizant Headquarters Elements that provide significant funding
Secretarial Office to Field Offices overseen by the LPSOs.
(CSO)

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field

Office provides assurance to the LPSO.

Headquarters
Element

Lead Program Secretarial Office or Headquarters
Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer

The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program
Secretarial Office
(LPSO)

Headquarters Element whose cognizance includes those
Field Offices that are affected by the financial reporting
requirements of OMB A-123, Appendix A. These LPSOs
provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process

The highest level of sub-processes within a process
cycle.

Process Cycle

An end-to-end sequence of events consisting of the
methods and records used to establish, identify,
assemble, analyze, classify, and record transactions?

Site

Unit of a Field Office including the Field Office federal

activities and its contractors (both integrated and non-

! Adapted from the CFO Council Implementation Guide
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Purpose Determine the methodology for analyzing and reviewing

A-123 Site information provided to the Field

Offices,

Lead Program Secretarial Offices (LPSOs), and Cognizant

Secretarial Offices (CSOs).

Key Activities

Analyze, review, and assess A-123 reporting

Coordinate with Field Offices, LPSO, and CSO

Develop assessment and oversight report
Roll-up A-123 reporting

Required Templates

None
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PROCEDURES

The Planning phase has been completed. The Site and Program Assessment Teams have
been established and an oversight strategy has been developed. The oversight strategy
should include Continuous Quality Improvement and be implemented throughout the
OMB A-123 Implementation Lifecycle.

Both the Field Offices and Programs are required to perform oversight as part of the A-
123 Implementation. Field Offices perform oversight on the Sites over which they have
management responsibility. Programs are required to perform oversight over Field
Offices for which they are the designated LPSO.

Unless otherwise noted, the Site or Program Assessment Team or its designated
representative(s) will perform each step in this guide.

A. Review and Analyze A-123 Reporting

‘%;\ If the Site or Field Office AART have not been rolled up to the Field Office or Program
AT AART, respectively , refer to Section D of this guide for instructions.

@ The CFO A-123 Website contains optional references to assist in the analysis and review
- of submissions. See the Additional Information section at the end of this guide for a list

of reference materials available.

1. Quality review should consider (at a minimum):

= Consistency (e.g., with other information available)

= Completeness (e.g., all data that is requested has been
made available)

= Accuracy (e.g., proper level of detail, proper rationales and
supporting information provided)

= Timeliness (e.g., meeting timelines, follow-up on planned
activities)

= Professional Judgment Decisions (e.g., if higher-level
ratings do not appear consistent with lower-level ratings,
validate whether the rationale for the "professional
judgment” is appropriate)

2. Analyze and identify:
= Common control deficiencies and remediation areas across
Field Offices and/or Sites.
= Common challenges and barriers.

3. Provide Guidance by:
= Documenting and following-up on discrepancies, questions,
and items needing remediation.
= Sharing "Best Practices"” submitted by the Sites and/or Field
Offices that could benefit others.
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= Developing Field Office- and LPSO-level initiatives based on
the results of this analysis or escalating issues to the A-123
Project Management Team (PMT) for possible Department-
wide initiatives to maximize efficiency and effectiveness.

@ Utilize any A-123 Project Management Team assessments provided to you when
i reviewing and analyzing A-123 reports, as these will augment Field Office or LPSO
analysis.

B. Coordination with CSO

@ Establishing a working relationship between the Program Assessment Teams for a CSO

and LPSO will significantly ease the burden of coordination. Open communication will
enable a CSO to monitor its Sites closely and enable smooth coordination of oversight
guidance to the Site from the LPSO, if required.

1. Ensure that those CSOs that provide significant funding to cognizant Field
Offices and Sites receive the following documents (at a minimum):

Field Office Quarterly Reports

Field Office Site Implementation Plans

Field Office AARTs

Site AARTSs (if requested by the CSO)

Master Corrective Action Plan Tracking Sheets (if requested
by the CSO)

33038
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2. LPSO should solicit input/feedback from the appropriate CSO, if they have
not already received it, regarding the information provided by the relevant

CSO Field Offices and coordinate with the CSO any guidance provided
back to those Field Offices.

C. Develop Assessment and Oversight Report

oy Currently, the only Assessment and Oversight Report required is the content provided in
NS the Quarterly Reports and the Interim Status Reports. The A-123 PMT may request the
AART Tools at their discretion.
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REQUIREMENTS

This step must be performed by the Field Office or LPSO Assessment Team lead.

Field Offices and LPSOs have different processes for FY 2006.
Starting in FY2007 the rollup process will be the same

FIELD OFFICE ONLY

1. Starting in cell Y9 of the Site AART, copy all of the automatically populated
ratings for the accounts and process cycles.

(Cells Y9 through AE51)

Figurel
¥9 > b
A E B FEINTEEE |FEE R EN N
1 |AART: Rollup I 30 : .
Kansas City-Rollup Kansas City
5 |Kansas City
3 |Site KC Site-KE Site-KC
4 Attester| Diennis Martinez
g Overall Assurance ontrol Design |
a
Qo9 (= =} =
= g oo o |
T Material Account Acct Status = H E E 8 E = H g E 8 E E
T |Balance Sheet
Intragovernmental Fund Balance with
] Treasury
D Intragomernmental Investment
11 Intragowvernmental Regulatory Assets
2 Accounts Receivable, Met
3 Muclear Materials L] n o H o
Strateqic Petroleum and Mortheast
14 Home Heating Ol Reserve
Gen.elaIProperty,Plantand o 0 o
15 Equipment

Regulatory Azsets

COther non-intragovernmental assets
Intragovernmental dzbt
Intragovernmental appropriated
capital owned

Accounts Payable

Debt

Deferred Fiewenue and ather credits
Environmental Liabilities

EEBECENESHE

" .
M 4 r W]y Site S8RT Y Rollup AART  ECS-Assess J ECS-Test f PCS-Assess inbeahiiiiebtsnmmat Tc

i |-

2. Navigate to the Rollup tab of the workbook that will consolidate the data

for oversight purposes (i.e., the Field Office AART), find the correct
predefined Site or Field Office section and select the first cell of the

Attester row (for example, cell AF9 for KC).
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@ SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).

3. Paste Special the results as follows: Go to Edit —= Paste Special and
select the values radio button. Click OK.
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4. Repeat steps 1-3 for the Rollup Overall rating

Copy cells Y5 through AE5 from the Site AART Rollup.
Navigate to the appropriate cell block for that Site in row 5.
Go to Edit -> Paste Special and select the values radio button.
Click OK.

N
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6. Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the LPSO AART), find the correct predefined
Field Office section and select the first cell of the Material Accounts listing
(for example, cell AF9 for NNSA).
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@ SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).

7. Paste Special the results as follows: Go to Edit —= Paste Special and
select the values radio button. Click OK.
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8. Repeat steps 1-3 for the Rollup Overall rating

Copy cells Y5 through AE5 from the Site AART Rollup.
Navigate to the appropriate cell block for that Site in row 5.

Go to Edit -> Paste Special and select the values radio button.
Click OK.

>SQ o

E. Update the Implementation Plan (Field Office and LPSO)

1. Document the results of the oversight activities performed in Sections A
through D of this Guide.

2. Review the Implementation Plan for accuracy.

3. Make and track necessary changes.

Major changes to the Site or Program Implementation Plan will need to be reported as
part of interim and/or quarterly reporting to the Office of the Chief Financial Officer,
Office of Internal Review.

REFERENCES

See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter
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ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

In particular, see:

Program Oversight Checklist

DOE A-123 Oversight Checklist — Thought Provoking Questionnaire

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Implementer

The person responsible for executing the activities to
support the Attester’s affirmation.

Field Office Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field
Office provides assurance to the LPSO.

Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial

reporting requirements of OMB A-123, Appendix A.

Lead Program
Secretarial Office

Headquarters Element whose cognizance includes those
Field Offices that are affected by the financial reporting
requirements of OMB A-123, Appendix A. These LPSOs
provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Cognizant
Secretarial Office

Headquarters Elements that provide significant funding

to Field Offices overseen by the LPSOs.

A-123 Quick Start Guide 7 - Oversight
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NEXT PHASE

There is no Next Phase per se, as Oversight should be a continuous process
throughout the DOE A-123 implementation process.
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